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E D ITO R l A L also been a number of totally inaccurate, unjustified and
false accusations levelled against entirely innocent

oreanisations and individuals.

utory lessons have been learned. Unsolicited

vill, in the future, be treated with extreme caution

t is extraordinary that controls to prevent use of

- disks failed, or never existed, in so many

It is also worth pointing out that virus specific
a 1seless for tackling unknown threats. Only

Dezembro de 1989 a 1g programs revealed the corruption of the

BAT caused by the AIDS disk. Finally,

yuld take note that they are vulnerable to the

‘mailing lists and a reassessment of list

¢ many companies and list brokers may be

AIDS Information Version 2.0

0 INicIO 0n oty

w was, perhaps, inevitable that the profiteers would exploit
the situation. Some individuals and companies were quick
to offer "AIDS clearing”" and "AIDS protection” services -
at a price - to affected users. Many of these offers were
made based on the flimsiest knowledge and sometimes
without any analysis whatsoever! Conversely, the
national UK newspapers showed welcome restraint in
reporting this incident. Fortunately the tabloids seem to
have *missed the boat’ on this one. Anyone who saw the
Daily Star's Britain on the Blink" Datacrime exclusive on

revwcd Jim Bates, a member of the
eaunion of Analysts & Programmers, and asked him to
undertake a disassembly of the disk. Jim, a regular
contributor and editorial advisor to the Firus Bulletin,
proceeded to conduct a most thorough and painstaking
analysis of the AIDS Information disk. In the course of his
investigations he produced both a reliable removal

Fonte: Virus Bulletin, January 1990
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KASEYA ATTACK INFO

On Friday (02.07.2021) we launched an attack on MSP providers. More than a million systems were infected. If anvone wants to
negotiate about universal decryptor - our price is 70 000 000% in BTC and we will publish publicly deeryvptor that decrypts files
of all victims, so everyvone will be able to recover from attack in less than an hour. If you are interested in such deal - contact us
using victims "readme” file instructions.
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to quickly resolve the issues resulting from the attack was due to its cybersecurity protocols, redundant systems and



GRUPOS DE
RANSOMWARE

Fonte:

em 01/10/2023

No. Group Name

1 LockBit 3.0

2 Conti

3 Alphav
(BlackCat)

4  CLOP

5 Pysa

(Mespinoza)

6  BlackBasta

7  REvil Sodinokibi

Description Last Incident \ Victim
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more

Read
more

Read
more

Read
more

Read
more

Read
more

palaciodosleiloes.com.br (2023-09-30-00:27)

Alliance Steel (2022-06-07-19:37)

Baumschlager Hutter Partners - Business Information (2023-07-16-17:41)

SMWLLC.COM (2023-09-15-00:41)

Chr Solutions (2021-12-06)

Raleigh Housing Authority (2023-08-21-14:08)

kusd.edu (2022-11-28-21:39)

Victim
Count

2128

807

549

514

309

301

297

Last
Seen
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i

Icon

BlackCat

BlockBosta

Sodinokibi...
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DUAS EXTORSOES, TRES EXTORSOES...

UMA EXTORSAO,



Exploited Compromised
Vulnerability Credentials

Phishing Brfg;ﬂo&ce Download

Malicious Email

THE STATE OF RANSOMWARE 2023

Fonte: Sophos.com




PREVENCAO (USUARIO)

Conscientizacao

Seguranca de rede e de dispositivos




PREVENCAO - CONSCIENTIZACAO

Observe e sempre fique atento a ataques de
engenharia social

Antes de clicar em um link curto: use
complementos que permitam visualizar o link de
destino

Mensagens de conhecidos nem sempre sao
confiaveis

Redes de Wi-Fi publicas sao perigosas

USB de origem duvidosa jamais deve ser

utilizado/inserido no computador. Cuidado também
onde conecta seu dispositivo



PREVENCAO -
SEGURANCA DE
H{D] ]2
DISPOSITIVOS




PREVENCAO - SEGURANCA DE REDE E DE DISPOSITIVOS (1/2)

Tenha sempre as versoes mais recentes dos programas

Remova os programas que ndo usa mais

Configure a atualizacao automatica dos programas:

Cheque periodicamente por novas atualizagcoes usando as
opcoes disponiveis nos programas




PREVENCAO - SEGURANCA DE REDE E DE DISPOSITIVOS (2/2)

Use apenas programas originais

Instale um antivirus (antimalware)

Cuidado extra ao instalar aplicativos de terceiros

Use a conta de administrador do sistema apenas quando
necessario
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PREVENCAO - BACKUP (1/2)

Mantenha os backups Criptografe os dados Faca copias redundantes com
atualizados e em local seguro sensiveis diferentes estratégias



PREVENCAO - BACKUP (2/2)

Mantenha-os
desconectados
do seu sistema

Configure-os para
serem realizados
automaticamente

J

Teste-0s
periodicamente




E O FUTURO?

“O ransomware € um grande negocio,
possibilitado por redes inseguras que
permitem aos criminosos obter acesso as
redes, em primeiro lugar, e por
criptomoedas que permitem pagamentos
gue os governos nao podem interditar. O
ransomware tornou-se o modelo de
negocio do crime cibernético mais
lucrativo e, até resolvermos esses dois
problemas, isso nao vai mudar”.

Bruce Schneier, maio de 2021
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