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Aviso Legal

Todas as opinioes apresentadas aqui sao exclusivas do orador, apenas
para fins ilustrativos, e sao pessoais e nao representam as de pessoas,
instituicoes ou organizacoes com as quais o apresentador possa estar
associado em capacidade profissional ou pessoal, a menos que
explicitamente declarado. Quaisquer opinioes ou pontos de vista nao sao
recomendacgoes técnicas e nem juridicas, e nao tém a intencao de
difamar qualquer religiao, grupo étnico, clube, organizacao, empresa ou
individuo.
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Cyber Resiliency
Techniques
Adaptive Response
Cyber Resiliency Analytic Monitoring

Objectives Coordinated Defense
Deception

Prepare Diversity

Anticipate
Withstand

Prevent Dynamic Positioning

Continue Dynamic Representation
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Re-Architect Redundancy
Segmentation
Substantiated Integrity

Unpredictability

Figure 2. Cyber Resiliency Engineering Framework
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GitHub
O | day ago

sepinf-inc/IPED

IPED Digital Forensic Tool. It is an open source
software that can be used to process and analyze

digital evidence,...
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OR QNGRS FORENSES 2 023 BRASILI Graph name Organizetion name Chainalysis name Category
Locky Ransomware ® ransomware
[]
n V e St I a r Root address: () Balance: ©.00 BTC Transfers: ()
g 17YCcEp7eZeEs1Nd]jyqEKS54gXgaMAvGVY Sent: 15,395 BTC Withdrawals:
Received: 15,396 BTC Deposits:
Q Total fees: ©.401318 BTC Addresses:

.
Iga O Overview  Counterparties  Transfers  Addresses  OSINT
. .

D I I I e I rO '09 ‘10 ‘11 ‘12 ‘13 ‘14 15 ‘16 ‘17 ‘18 ‘19 20 21 193

Organization notes

Exposure summary Last updated on 08/26/2023 5:02 PM UTC
Y Filter src @B usp
Receiving exposure Sending exposure
ATM Unnomed service Darknet morket
P2P exchange Exchange
Unnomed
Mixing Fee
Exchan
PoPe Merch.
Minin
Haoste High
Highn...
Gambling

Traced: 7,815,967 USD Traced: 7,865,222 USD
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Empregar planos de recuperacao de curto e longo prazos

Usar ferramentas antivirus e antimalware

Prevenir ataques futuros
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Referéncias

* Mitre ATT&CK: https://attack.mitre.org
e |PED: https://github.com/sepinf-inc/IPED

 CERT.br: https://cartilha.cert.br/ransomware/

e Ransomware Database: https://www.ransom-db.com

e Velociraptor: https://github.com/Velocidex/velociraptor

* SANS Digital Forensics: https://digital-forensics.sans.org

e Stop Ransomware: https://www.cisa.gov/stopransomware

* Eric Zimmerman’s Tools (Kape): https://ericzimmerman.github.io

* Mitre Cyber Resiliency: https://www.mitre.org/sites/default/files/publications/13-4047.pdf

* NIST Tips & Tactics Ransomware: https://csrc.nist.gov/CSRC/media/Projects/ransomware-
protection-and-response/documents/NIST Ransomware Tips and Tactics Infographic.pdf
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“O ransomware é um grande negocio, possibilitado por
redes inseguras que permitem aos criminosos obter
acesso as redes, em primeiro lugar, e por criptomoedas
que permitem pagamentos que os governos nGo podem
interditar. O ransomware tornou-se o modelo de negocio
do crime cibernético mais lucrativo e, até resolvermos
esses dois problemas, isso ndo vai mudar.”

Bruce Schneier, maio de 2021
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