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“Tecnologia Disruptiva: Designacdo atribuida a uma inovacdo
tecnologica (produto ou servico) capaz de derrubar uma
tecnologia ja preestabelecida no mercado.”

Fonte: Aittps /i dicio.comn. o a Sruptive)
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Com quem estamos lidando?

Crime organizado, insiders, nacoes, hacktivistas/terroristas, oportunistas
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Security Holes Opened Back Door To TCL
Android Smart TVs

by Paul Roberts

illions of Android smart television sets from the Chinese vendor TCL Technology Group Corporation contained
gaping software security holes that researchers say could have allowed remote attackers to take control of the

devices, steal data or even control cameras and microphones to surveil the set’s owners.

The security holes appear to have been patched by the manufacturer in early November. However the manner in which the
holes were closed is raising further alarm among the researchers about whether the China-based firm is able to access and
control deployed television sets without the owner’s knowledge or permission.
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Major breach found in biometrics
system used by banks, UK police and
defence firms
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Fingerprints, facial recognition and other personal information
from Biostar 2 discovered on publicly accessible database
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A Security company Suprema uses facial recognition, fingerprints and passwords to secure facilities for the likes of

the Metropolitan Police, defence contractors and banks. Photograph: izusek/Getty Images/iStockphoto
https://www.thequardian.com/technology/2019/auq/14/major-breach-found-in-biometrics-system-used-by-banks-uk-police-and-defence-firms
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https://www.theguardian.com/technology/2019/aug/14/major-breach-found-in-biometrics-system-used-by-banks-uk-police-and-defence-firms

Zoom security issues: Here's everything
that's gone wrong (so far)

By Paul Wagenseil 5 days ago

More than a dozen security and privacy problems have been found
in Zoom. Here's an updated list.
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(Image credit: Rido/Shutterstock)

Are you using Zoom? Everyone who's had to work, or do schoolwork, from home
during the coronavirus lockdown seems to be using the video-conferencing
platform for meetings, classes and even social gatherings.

There are good reasons Zoom has taken off and other platforms haven't. Zoom
is easy to set up, easy to use, lets up to 100 people join a meeting for free and
now even generates live captions. It just works.
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sguide.com/news/zoom-security-privacy-woes

The latest: Monday, Nov. 16: Zoom finally busts
Zoom-bombing

One of the biggest problems with Zoom has been "Zoom bombing," in which
uninvited participants crash a Zoom meeting and disrupt it. Over the weekend,
Zoom released two new features to combat this.

One, "Suspend Participant Activities," lets the meeting host pause the meeting,
kick out disruptive participants, and then resume the meeting. The other,
"Report by Participants," extends to meeting participants the ability to report

disruptive participants, a remedy that previously had been given only to meeting

hosts.

Tuesday, Nov. 10: FTC says Zoom lied about
security

The Federal Trade Commission announced that Zoom "misled users" and
"engaged in a series of deceptive and unfair practices" regarding its own
security. The FTC cited the fake end-to-end encryption uncovered in March and
software that Zoom installed on Macs without authorization in 2018 and 2019.

Zoom must agree to yearly internal security reviews and external security
reviews every other year and must implement a vulnerability-management
program. Another stipulation was that Zoom offer customers multi-factor
authentication, which it has already implemented.

Friday, Nov. 6: Zoom keystroke snooping

Researchers in Texas and Oklahoma discovered that it's possible to tell what
someone is typing during a Zoom call just by watching their shoulders and
arms.

Using a computer, the research team was able to figure out people's passwords

up to 75% of the time, depending on camera resolution and whether the subject

was wearing a sleeved shirt or had long hair.

Any kind of video-conferencing platform could be used for this, the researchers
said, as could YouTube videos or streaming platforms like Twitch.
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The full financial impact of the NotPetya ransomware cam

\ paign is still being tallied and, for
pharmaceutical giant Merck, things don't look good. According to the firm's Friday earnings ca

the attack cost them more than $300 million in Q3 alone, and is on track to hit that amount again
in Q4 as well.

On the call, Merck CFO Robert Davis said that NotPetya had "negatively impacted third-quarter
results, including an unfavorable revenue impact of approximately $135 million from lost sales and
approximately $175 million in costs, spread across the cost of goods sold and the operating
expense lines. We anticipate a similar impact to revenue and expenses in the fourth quarter,
which is reflected in our updated guidance”

Due to a production shutdown caused by the attack. Merck saw sales reductions of around $240
million. This was because of "borrowing from the U.S. Centers for Disease Control and Prevention

www.techrepublic.com/article/notpetya-ransomware-outbreak-cost-merck-more-than-300m-per-quarter/
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Jornal de Brasitia 9 Vaticano investiga apds conta do Papa no Instagram curtir foto de mode

CIDADES - POLITICA&PODER  ENTRETENIMENTO - BRASIL ECONOMIA MUNDO TORCIDA |

O Vaticano inciou uma investigacao para apurar a curtida que a conta oficial do Papa Francisco

deu numa foto sexy da modelo brasileira Natalia Garibotto, popularmente conhecida como Nata
Gata.

A informacao foi divulgada pela Catholic News Agency (CNA), que disse ter recebidoo a
informacao de fontes dentro do préprio Vaticano. Segundo elas, as contas nas midias sociais do

chefe da lgreja Catoélica ndo sao administradas pelo Papa, e sim por varios funcionarios da Santa

A v o

Sé. Uma investigacao esta em andamento para determinar quem esta por tras do “like”.
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Top Attack Types by Date
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https://www.scoopwhoop.com/Heres-Why-You-Should-Just-Say-No-To-Pirated-Software/
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SOCIAL
ENGINEERING

Criminals can target

their victims based on
information they share on
social media platforms.

__https://www.interpol.int/en/Crimes/Financial-crime/Business-Email-Compromise-Fraud

URGENT
REQUEST

The criminal impersonates
a supplier requesting an
urgent payment or change
to banking details, or a
senior employee in the
company with authority to
authorize payments.
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Check if you have an account that has been compromised in a data breach
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Senhas mais comuns de 2020

Position

23. P

24. v

25. ¥ (2

26. (new)

27. 4 (]

28. (1€

29.

30.

3. 4 -

32.

33. (new)

Password

123321
654321
qwertyuiop
qwer123456
123456a
al23456
666666
asdfghijkl
ashley

987654321

unknown

Number of users

73,506

69,148

64,632

58,096

57,472

55,548

53,146

52,961

52,031

50,097

47,995

Time to crack it

Less than a second

Less than a second

Less than a second

4 Seconds

Less than a second

Less than a second

Less than a second

Less than a second

2 Minutes

Less than a second

17 Minutes

https://nordpass.com/most-common-passwords-list/

Times exposed

928,060
953,649
1,108,463
5,339
980,190
684,476
889,482
547,528
440,413
599,177

28,930
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A FaceApp, a Russia-based app that applies filters to photos, is having another moment in the

N spotlight this week. The app first went viral in 2017, but this time it's catching on because of

b~ a filter that makes users look older or younger. As with the last viral moment, however, users
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#FIQUE
ESP ERTO FORNECIDOS, POR ADOTE

::Enl::;;:?::s UM APLICATIVO DE
Mok L oL AUTENTICAGAO GESTAO DE

OU MESMO VIA SENHAS, GUARDE
S, EM UM ARQUIVO
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DE MENSAGENS E OU ANOTE NUM

REDES SOCIAIS.
DESSA FORMA, SE PAPEL E GUARDE

ALGUEM EMUMLOCAL
DESCOBRIR SUA QEGIIRND
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https://cartilha.cert.br/

401-33 >

Text Message
Today, 11:22

#FiqueEsperto, proteja suas
senhas: Use senhas longas,
evite sequencias simples e
nunca forneca senhas p/

telefone ou mensagens Saiba
mais:
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» Entre em contato com a drea de suporte ao usudrio 2

« Para demandas ndo tratadas localmente => DivisGo de Seguranc¢a da
Informacgédo (SUBINF/STIC/PGR)

s Sala de Atendimento ao Cidaddo do MPF

s http://www.mpf.mp.br/servicos/sac oA

« Policia Federal / Policia Civil %
« Contato direto (Provedor, Banco, responsavel, etc) >
« Ata Notarial

« Contate um advogado especialista e/ou perito digital (
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Ajus { Voltar Confirmagdo em duas etapas Avancar

. Marcelo
" Fructus Laboris

Adicione um endereco de e-mail a sua conta para
redefinir seu PIN caso vocé o esquega e para
proteger sua conta. Pular.

Mensagens favoritz

WhatsApp Web/Co

Conta

Conversas E-mail I
Notificagdes
Armazenamento e |

Ajuda Marcelo Caiado

marcelobc@mpf.mp.br

Marcelo Caiado
mbcaiado@gmail.com
Convidar um amigc
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{ Conta Privacidade

s etapas

Visto por ultimo Ninguém

Foto de perfil Meus contatos

Recado Meus contatos

ffirmagao em duas
do vocé registrar o
itsApp novamente.

Grupos Meus contatos

Status 0 selecionados

Localizagao em tempo real Nenhuma

Conversas onde vocé compartilhou sua localizagao em
tempo real

Blogueados 25 contatos

Lista de contatos que vocé bloqueou

Se desativar as confirmacgoes de leitura, vocé nao podera ver
as confirmacdes de leitura de outras p . As
confirmacdes de leitura sac sempre enviadas para conversas
em grupo

Confirmacées de leitura

Bloqueio de tela

Exigir o Face |ID para desbloquear o WhatsApp.

Conversas

—

@

Status

>

Ajustes

Ajustes
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£ Voltar £ Voltar £ Voltar
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Criar Senha Email de Recuperacao

Vocé pode definir um email de recuperagao
para ser capaz de redefinir a sua senha e
restaurar acesso a sua conta do Telegram.

Vocé pode criar uma dica opcional
para a sua senha.

Criar Senha
Dica (opcional)
Continuar

Pular escolha da dica
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LastPass Password
Manager

'..l LoagMelin. Inc

4,7

L2 8.8 &

Novidades

What's New: Bug fixes and improvements to ensure
that LastPass is always performing at its best.
Keep the feedback coming! You can contact us

Pré-visualizacao

Store all of your And autofi
passwords with LastPass. passwords
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< App Store

@

Adicionar

Todos os itens

Senhas
Anotagdes seguras

Enderecos

Cartoes de pagamento

Contas bancdrias

Senhas Wi-Fi
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- Vocé ndo tem conta ainda ; 3
8 E/4
Toque no botdo de adi¢cao para adicionar seu [ \
- primeiro conta do Authenticator. L :
&
E
=4 Com a verificagao em duas etapas, 4 5
/ sempre que vocé fizer login em sua Conta + B«
do Google, precisara de sua senha e de ¥
* Adicionar Conta \.
um codigo que sera gerado por este !
aplicativo. l A
0 [ Ler cédigo de barras E

/2  Entrada manual £
INICIAR CONFIGURAGCAO ‘
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Google Conta

< Verificagao em duas etapas

» outras op¢des nao

A verificagdo em duas etapas estd ATIVADA desde 28 de ago. de 2012 DESATIVAR

gratuitamente,
id e iPhone.

Opgoes de segunda etapa disponiveis

Depois que vocé digita a senha, uma segunda etapa confirma que é vocé que esta fazendo login.
Saiba mais

e a vocé um login ainda
oth ou ser conectada

CANCELAR CONFIRMAR
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1D Apple, iCloud, Midia e Compras

Modo Avido &
Wi-Fi darwin
Bluetooth Ativado
Celular

Acesso Pessoal Desativado

Notificacoes
Som e Tato
Nao Perturbe

Tempo de Uso

Geral

Central de Controle

Sobre

Atualizagao de Software

AirDrop
AirPlay e Handoff
PIP

CarPlay

Armazenamento do iPhone

Atualizagdo em 2° Plano

Data e Hora
Teclado

Fontes

Idioma e Regiao

Dicionario

Atualizacao de Software

Atualizagdes Automaticas
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Camera
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Descubra

Sugestoes

Caga Palavras - Word Sear...
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Dirt Bike Unchained
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: ' ’ Marcelo Caiado
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- >
Compras

Assinaturas

Recomendagdes Personalizadas

Ame Digital

0 1.4

Novembro chegou cheeeeio de novidades na Ame!
Tem Pix, Black Friday e melhorias pra vocé aprc

*®

0la, Trabalhador!

Carteira de
Trabalho Digital

Versa
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< Privacy Motion & Fitness

Fitness Tracking
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App Clips
Ame Digital
BB

Gmail
Instagram
PicPay

The Coffee
Vivino

WhatsApp

Camera
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S I TILE

Microphone

App Clips
Gmail
Google Maps
Instagram
Translate
Uber

WhatsApp
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£ Priva Analytics & Improvements

15:51 »- .

Share iPhone Analytics .

Analytics Data

Improve Siri & Dictation ‘

nprove Sin and Dict

Share iCloud Analytics .




(1)
")

“Mesmo a melhor
infraestrutura de
sequrang¢a da informacgao
ndo pode garantir que
intrusoes ou outras acoes
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maliciosas ndo ocorrerdo.”
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