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Figure 1: Comparison between Traditional Criminal Techniques and Cybercrime -
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https://securitybaron.com/blog/the-data-big-tech-companies-have-on-you-or-at-least-what-they-admit-to/
https://securitybaron.com/blog/the-data-big-tech-companies-have-on-you-or-at-least-what-they-admit-to/

Apple deixara de armazenar
audios gravados por Siri

Somente funcionarios da empresa serao permitidos revisar
audios coletados

A Apple disse nesta quarta-feira que deixara de armazenar audios para

revisao humana e, em vez disso, permitira que os usuarios optem por

revisar o audio, se assim o desejarem. A empresa disse que ainda usara

transcricoes geradas por computador para melhorar a Siri.

A Apple disse que a pausa no programa permanecera em vigor até que
as alteracoes sejam realizadas, mas nao deu uma data.

pedidos para fazer coisas como ler mensagens nao lidas ou
compromissos futuros do calendario.

A Apple suspendeu o programa apos o jornal The Guardian informar
que os contratados que trabalhavam em nome da Apple ouviam
regularmente informacoes confidenciais, vendas de drogas e casais

fazendo sexo.
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https://www1.folha.uol.com.br/tec/2019/08/apple-deixara-de-armazenar-audios-gravados-por-siri.shtml

Com falha do WhatsApp, PGR tenta proteger membros da Lava s
Jato de espionagem

Crackers invadem e-mail e Dropbox de
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The full financial impact of the NotPetya ransomware campaign is still being tallied and, for

pharmaceutical giant Merck, things don't look good. According to the firm's Friday earnings call,

the attack cost them more than $300 million in Q3 alone, and is on track to hit that amount again
in Q4 as well.

On the call, Merck CFO Robert Davis said that NotPetya had "negatively impacted third-quarter
results, including an unfavorable revenue impact of approximately $135 million from lost sales and
approximately $175 million in costs, spread across the cost of goods sold and the operating

expense lines. We anticipate a similar impact to revenue and expenses in the fourth quarter,
which is reflected in our updated guidance”

Due to a production shutdown caused by the attack, Merck saw sales reductions of around $240

million. This was because of "borrowing from the U.S. Centers for Disease Control and Prevention
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https://www.techrepublic.com/article/notpetya-ransomware-outbreak-cost-merck-more-than-300m-per-quarter/
https://www.techrepublic.com/article/notpetya-ransomware-outbreak-cost-merck-more-than-300m-per-quarter/
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The OPM BreachlIs a >

4 Catastrophe
"“ First the government must own up to its failure. Then the feds :

% should follow this plan to fix it. X

S By DAVID AUERBACH JUNE 16, 2015 - 12:50 PM >
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https://slate.com/technology/2015/06/opm-hack-its-a-catastrophe-heres-how-the-government-can-stop-the-next-one.html
https://slate.com/technology/2015/06/opm-hack-its-a-catastrophe-heres-how-the-government-can-stop-the-next-one.html
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Major breach found in biometrics
system used by banks, UK police and
defence firms
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Fingerprints, facial recognition and other personal information
from Biostar 2 discovered on publicly accessible database
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A Security company Suprema uses facial recognition, fingerprints and passwords to secure facilities for the likes of
the Metropolitan Police, defence contractors and banks. Photograph: izusek/Getty Images/iStockphoto
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https://www.theguardian.com/technology/2019/aug/14/major-breach-found-in-biometrics-system-used-by-banks-uk-police-and-defence-firms
https://www.theguardian.com/technology/2019/aug/14/major-breach-found-in-biometrics-system-used-by-banks-uk-police-and-defence-firms

Malware Distributed through

Pirated Textbooks & Essays
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https://gbhackers.com/pirated-online-textbooks-essays/
https://gbhackers.com/pirated-online-textbooks-essays/
https://www.scoopwhoop.com/Heres-Why-You-Should-Just-Say-No-To-Pirated-Software/
https://www.scoopwhoop.com/Heres-Why-You-Should-Just-Say-No-To-Pirated-Software/
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5 Internet Surveillance
! o

/ Monitors thousands of websites and millions of data points and alerts you if your personal information is found being bought or sold online. S

< >
>

24 Notifications © Why monitor your personal |

) information?

b~ Please select an alert to view additional information. f ﬁ

& Page:1  « K2 3 4 > » |

., Types Date s Actions

N

/ Internet Surveillance 08/17/2019 b 4

/Y

E Internet Surveillance 06/26/2019 %

4 Internet Surveillance 06/11/2019 X

I;, 5 If a match to your monitored personal information

: e fa/1ani) x is found, your risk of identity theft is increased.

b internet Surveillance 05/01/2019 % Being in the know about your compromised |

‘ personal information can help you mitigate risk by

A Internet Surveillance 04/09/2019 x taking proactive steps to protect yourself. ﬁ

Sk
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’ N\

& Interet Surveillance 04/09/2019 x

< Information for this report is obtained from [

Internet Surveillance 04/09/2019 X criminal activities monitored on the Internet. Due to

£ the nature of this data, the exchange platforms,
?f and the fact that it was obtained from criminals, ;.;..ﬁ

> Monitored Information Experian Consumer Services cannot guarantee the g
B accuracy of the reports provided. Please reference |
o ’ . ) the Terms and Conditions for additional
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Home Notifyme Domainsearch Who'sbeenpwned Passwords APl About Donate BIP

'—-have i been pwned?

Check if you have an account that has been compromised in a data breach

@ Generate secure, unique passwords for every account = Leam more at 1Password.com

367 7,860,089,037 97,275 118,495,882

pwned websites pwned accounts pastes paste accounts

Largest breaches Recently added breaches

11 Collection #1 accounts D3SCENE 568,827 D3Scene accounts

Il

241 Verifications.io accounts pindGey 1,131,229 Emuparadise accounts

)2 Onliner Spambot accounts - 41,960 Ordine Avvocati di Roma accounts

19 Exploit.In accounts 3 OGUsers accounts

>&1 Appartoo accounts

] iy [

538 Anti Public Combo List accounts
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https://haveibeenpwned.com/
https://haveibeenpwned.com/
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ESPELHAMENTO INDEVIDO DE
APLICATIVO

Verifique as Sessoes Ativas
DPC ALESANDRO BARRETO @DELBARRETO19

« Abra o aplicativo;

« Ajustes;

» WhatsApp Web/Desktop;

» Dispositivos com sessoes ativas.

ANDROID

» Abra o aplicativo;

« Clicar em ... no canto superior;
» WhatsApp Web;

+ Sessoes ativas.

« Abra o aplicativo;

« Configuracoes;

+ Privacidade e Seguranga;
« Sessoes ativas.

ANDROID

» Abra o aplicativo;

» Configuracoes;

» Privacidade e Seguranca;
» Sessdes ativas.

DICAS

« Habilite a verificacao de 2° etapa no aplicativo;
« Verifique, com frequéncia, as sessoes ativas no

seu smartphone.

TODOS OS DIREITOS RESERVADOS

CLONAGEM DE WHATSAPP

DELEGADO ALESANDRO BARRETO

~

CONTEXTUALIZACAO

ANDROID

PROTEJA SUA CONTA
HABILITE VERIFICACAO 22 ETAPA

@ @DELBARRETO19

Os golpes praticados com a clonagem

de simcard aumentaram

consideravelmente nos ultimos meses.
A habilitacao por parte do usuario de
verificagao de 22 etapa da conta do
WhatsApp dificulta, sobremaneira, a

atuacao do criminoso,

Acesse 0 WhatsApp;

Ajuste;

Conta;

Verificacao em duas etapas;
Ativar,;

Inserir pin com 06 digitos;

Infome email para recuperacao.

Configuracoes;

Conta,

Verificagcao em duas etapas,
Alivar;

Inserir pin com 06 digitos;
Informe emall para recuperacao.

TODOS OS DIREITOS RESERVADOS

Fonte: Cybercards — Meio Cibernético: Orientagdes Praticas / Delegado Alessandro Barreto bit.ly/2WIKLNu
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http://bit.ly/2WIKLNu

Q No engines detected this file

5505024bceead9cadbdcde98eaadb3oefi24513f9536d4a0bs7527556b05deea 26213 MB 2019-06-15 21:02:27 UTC

iTunesSetup Size 1 minute ago

° G4bits assembly overlay peexe signed

Community
Score

DETECTION DETAILS COMMUNITY

Acronis Undetected Ad-Aware Undetected

AegisLab Undetected AhnlLab-V3 Undetected

Alibaba Undetected AlYac Undetected

Antiy-AVL Undetected Securefge APEX Undetected

Arcabit Undetected Avast Undetected

Avast-Mobile Undetected AVG Undetected

Avira (no cloud) Undetected Babable Undetected

Baidu Undetected BitDefender Undetected

Bkav Undetected CAT-QuickHeal Undetected

ClamAWV Undetected CMC Undetected

Comodo Undetected Crowd Strike Falcon Undetected

Cybereason Undetected Cyren Undetected

Emsisoft Undetected Endgame Undetected

eScan Undetected F-Prot Undetected



https://www.virustotal.com/
https://www.virustotal.com/

Dicas (1/2)

Utilize software de gerenciamento de senhas (LastPass, Keepass, elc)
Nunca utilize software pirata

Sempre mantenha o S.O. e todos os programas atualizados

Nao clique em links antes de checar o endereco que esta direcionando
Suspeite de mensagens e emails “bons demais” ou “ruins demais”
Observe atentamente as mensagens que o computador exibe

Atencao com todos os seus dispositivos (inclusive seu roteador
domestico)

Tome cuidado com o que e com quem compartilha suas informacoes
(redes sociais)

Security Tips
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Dicas (2/2)

« Medidas de Protecao em Dispositivos Moveis
Habilite a autenticacdo de dois fatores (app) em todos os aplicativos
Habilite uma senha para o celular e para o cartado SIM
Certifique-se quais programas usam GPS
Realize backup regularmente e mantenha tudo atualizado
Habilite funcéo de delecao apos n tentativas de desbloqueio
Instale software de rastreamento e limpeza remota

Habilite a criptografia no dispositivo e no cartdo de memoria
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Alert Number
I-091019-PSA

Questions regarding this PSA
should be directed to your local
FBI Field Office.

Local Field Office Locations:

www.fbi.gov/contact-us/field

BUSINESS EMAIL COMPROMISE THE $26 BILLION
SCAM

This Public Service Announcement is an update and companion piece to
Business Email Compromise PSA 1-071218-PSA posted on www.ic3.gov. This
PSA includes new Internet Crime Complaint Center complaint information and
updated statistics from October 2013 to July 2019.

DEFINITION

Business Email Compromise/Email Account Compromise (BEC/EAC) is a
sophisticated scam that targets both businesses and individuals who perform
legitimate transfer-of-funds requests.

The scam is frequently carried out when a subject compromises legitimate
business or personal email accounts through social engineering or computer
intrusion to conduct unauthorized transfers of funds.

The scam is not always associated with a transfer-of-funds request. One
variation involves compromising legitimate business email accounts and
requesting employees’ Personally Identifiable Information or Wage and Tax
Statement (W-2) forms.1

STATISTICAL DATA

The BEC/EAC scam continues to grow and evolve, targeting small, medium,
and large business and personal transactions. Between May 2018 and July
2019, there was a 100 percent increase in identified global exposed losses2.
The increase is also due in part to greater awareness of the scam, which



https://www.ic3.gov/media/2019/190910.aspx
https://www.ic3.gov/media/2019/190910.aspx

DicaS dO |C3 (adaptado)

Use autenticacao de dois fatores
Verifique se a URL nos e-mails esta associada a empresa da qual afirma ser

Esteja alerta para os hiperlinks que podem conter erros de ortografia do
nome de dominio real

Abstenha-se de fornecer credenciais de login ou informag¢bes pessoais
Monitore regularmente suas contas financeiras pessoais
Instale todos os patches e mantenha os sistemas atualizados

Verifique o endereco de e-mail usado, garantindo que seja de fato o
endereco de e-mail do remetente

Verifique se as configuracbes do computador dos funcionarios estao ativadas
para permitir a visualizacao completa de extensoes de email
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Tendéncias

Count of Detection Type by Month/Year
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Relatorio: Crimeware in the Modern Era: A Cost We Cannot Ignore (Brandon Levene, Chronicle)






https://www.youtube.com/watch?v=hj3ZRv9cMBw
https://www.youtube.com/watch?v=hj3ZRv9cMBw

Foi vitima?

s Sala de Atendimento ao Cidadao do MPF

- http://Iwww.mpf.mp.br/servicos/sac

« Policia Federal

« Policia Civil do DF

« Contato direto (Provedor, Banco, responsavel, etc)
« Ata Notarial

« Contrate um perito digital

« Contrate um advogado especialista
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http://www.mpf.mp.br/servicos/sac

Pericia Digital

Forense de dispositivos (computadores, discos rigidos,
dispositivos moveis, midias removiveis, etc)

Forense de redes (invasao de redes, abuso de redes, efc)

Forense de software (analise de malware, analise de codigos,
etc)

Forense live (equipamentos comprometidos, abuso de
sistemas, antiforensics, criptografia, etc)

Threat Intelligence e Resposta a Incidentes (preparacéo,
identificacao, etc)




Pericia de TIC no MPF

« A pericia de TIC do MPF atua auxiliando os Membros em
Investigacoes que envolvem

« assuntos tecnicos de Tecnologia da Informacéao e
Comunicacao;

« apologia, incitacdo ou crime de odio (racismo e
xenofobia);

« pornografia infantil e juvenil; e
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Softwares e sites uteis

Qual o melhor antivirus?

» https://www.av-test.org/en/

2FA: Authy e Google Authenticator
Gerenciador de senhas: LastPass e KeePass

- Parental Control: Computador e Celular



https://www.av-test.org/en/

Softwares e sites uteis

DuckDuckGo Privacy Essentials
Navegador: Brave
Spybot — Search & Destroy

Criptografia: Kleopatra e GnuPG
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Links utels

« Cartilhas de seguranca para Internet %
» https://cartilha.cert.br/

« Lista das senhas mais comuns (2011 a 2018) %

« https://en.wikipedia.org/wiki/List of the most common passwords %

« Schneier on Security

- https://www.schneier.com/ 5
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« AmlUnique (ferramentas para privacidade) %
« https://amiunique.org/tools :
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https://cartilha.cert.br/
https://en.wikipedia.org/wiki/List_of_the_most_common_passwords
https://www.schneier.com/
https://amiunique.org/tools

“As pessoas nao
sao o0 elo mais
fraco. Elas sao o

principal vetor de
um ataque”

SANS Institute
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http://dfir.com.br

