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Todas as opinioes aqui apresentadas sao
exclusivas do palestrante, apenas de carater
ilustrativo e ndo possuem nenhum vinculo o

MPF ou qualquer outra instuticao



Apresentacao

- Graduado em Processamento de Dados e em Administragao de
Sistemas de Informacoes

- Especialista em Gestdo Publica e mestre em Ciéncia da
Computacgao

- Analista do MPU / Pericia / TIC - Abril 1997, até a presente data
- CyberForensics Analyst / Research In Motion - 2008 a 2010

- Mantenedor do site http://dfir.com.br



Apresentacao

“As mesmas novas tecnologias
que permitiram o avanco e a
automacao de processos de
negodcio, também abriram as

portas para muitas novas
formas de uso indevido de
computadores”

Thomas Welch
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Apresentacao

“Tecnologia Disruptiva: Designacao atribuida a
uma inovacao tecnolodgica (produto ou servico)
capaz de derrubar uma tecnologia ja
preestabelecida no mercado.”

u Fonte: https://www.dicio.com.br/disruptivo/



Crimes Digitais
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Kansas senial killer, the BTK Killer, installed
alarms as a part of his job, and many of his
clients had booked the company to stop BTK
from ever entering their homes, unaware that
BTK himself was installing them.

-

Teenage killer who tortured and
suffocated classmate, 18, had
left digital trail of sick plot and
confessed on World of Warcraft

By HAKNNAH ROBERTS
LIPDATELD:; Rl GMT_ @ Mowemsa 2011

gpes 2

Like marmy teens, 16-yearold Krse Welbsood, from Britsh Columbia
spent as much time with his frends online as in the real wold,

S0 whan ha messaged hig classmabe Kim Procior on MSH, asking why
shi hadn't met up with hirn, b was nothing strangs in it

The only unuseal Bhing, on this day, was thatl he wasn't expecting & reply,
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W5 has always hated encryption and insists 1t needs backdoors into any encryplion.




Crimes Digitais
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Fonte: http://krebsonsecurity.com/2012/10/the-scrap-value-of-a-hacked-pc-revisited/




Crimes Digitais

*Estratégias dos criminosos
*Fazem forte uso da Engenharia Social

*Criam oportunidades a partir de noticias: Natal, imposto de renda,
olimpiadas, escandalo no Vaticano, etc

*Exploram vulnerabilidades muitas vezes ja conhecidas (e que possuem
correcoes) =>WannaCry

*0 crime é organizado

*Transnacional: ShadowCrew, Russian Business Network, Superzonda
(América do Sul), Yakuza



by the Federal Bureau of Investigation,
in conjunction with the IRS Criminal Investigation Division,

ICE Homeland Security Investigations, and the Drug Enforcement Administration,
in accordance with a seizure warrant obtained by the
United States Attorney’s Office for the Southern District of New York
and issued pursuantto 18 U.5.C. § 983(j) by the
United States District Court for the Southern District of New York




Dark-Web Drug Dealer Arrested After He Travelled US for World
Beard Championships

United States authorities arrested suspected dark web drug kingpin late last month while he was
travelling from his base in France to the United States of America for this year's annual World Beard and

Mustache Championships.

Gal Vallerius, a 38-year-old French national, was travelling to Austin, Texas, for the competition but was
caught by U.5. authorities on August 21 upon landing at Atlanta International Airport on a distribution
complaint filed in Miami federal court, The Miami Herald reported Tuesday.

Authorities confirmed Vallerius' identity to the online moniker "OxyMonster,” which was previously
used to sell drugs on an illegal underground dark web marketplace called Dream Market by searching

his laptop that the brown-beard contestant carmed with him.



EMPTYAGE

Mat Honan's Tumblr

HOME
ARCHIVE

ASK ME, ASK
ME, ASK ME

Yes, | was hacked. Hard.

S0 mavbe vou saw my Twitter going nuts tonight. Or yvou saw Gizmodo’s Twitter
account blow up. Or vou saw this in AllThingsD. Or this in the DailyDot. Although
embarrassing, Twitter was the least of it. In short, someone gained entry to my iCloud
account, used it to remote wipe all of my devices, and get entrv into other accounts too.

Here's what happened:

At 4:50 PM, someones got eset the password and sent the

confirmation message about the reset to the trash. My password was a 7 digit
alphanumeric that I didn’t use elsewhere. When I set it up, vears and years ago, that
seemed pretty secure at the time,. But it's not. Especially given that I've been using it for,

4 (see

well, vears and yvears. My gaess Arrviebaerb B e T
update) and then reset 1t to do the damage to my devices.

The backup email address on my Gmail account is that same .mac email address. At 4:52
PN, they =ent a Gmail password recovery email to the .mac account. Two minutes later,
an email arrived notifving me that my Google Amybpas{:wmd had changed.

At 5:00 PN L/

A few minutes after that, they took over my Twitter. Because, a long time ago, [ had
linked my Twitter to Gizmodo’s they were then able to gain entry to that as well.

Here's how 1 experienced it:

I was plaving with my daughter, when my phone went dead. It then rebooted to the
SAMID Sereer. (T RS was irritating. but T wasn't enneerned. [ assurmed it was a software
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Registre-se no Ashiey Madiso

Ransom notes sent by blackmailers to wives of
Ashley Madison hack victims

Biackmallérs have DEgun SENdInG ransam KEners
o the wives of alleged users of the extramanial

website Ashey Madison

The threatening ketters demand that the women
pay 52 500 in BEcodn or the blackmailer will ted
the woman's fmends, family and colleagues thal
mir husband used he sie, sedutity Dloggern
Gratam Cluley said in a Wednesday posi

The letiers also stabed the husband was
contacted previoush via other means buf didn't
pary tRE ramsodm

Cliley advised recipients not 1o pay and

specuialed that ihe most recent wave of

blackenail letters indscated that the threat aciors

hawve become desparale after previous

aliempds faled o persuade the aleged users
ihemsakves through blackmall demands s&ni via @mail

Sofar, only Americans have been largeted and the letteérs wele postmarked from (he state of Vieginka
according to The Telegraph

Clubay aksa said the letlers are addressed only as “kes, " followed by the husband's [3st name

They gon't know amyihig aboul the wives of Ihe Ashley Madison members 5o this could be quite a bl of
o Invoheed if the blackmaller actually ded want (o go through wigh their scheme,” Cluley said

He advised anyone who has recehed a leiter 1o confact the propeér authones

Thee maost fecent strng of threals comes roughly esght monihs afér Rackers, caling theamseies The It
eam. hacked Info the Ashley Madison database and Eaked “customers’ secrel sexual faniases and

e hing credil cand ransactions ® along wilh olhed dala belonging 1o the websie's operalors
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FRAUDE GARANTIDA OU SEU DINHEIRO DE
VOLTA

Maturalmente, no meio de uma negociacdo que envolve dados sigilosos, a
desconfianca é mitua entre vendedor e comprador. O cliente esta quase sempre
com medo de pagar e ndo receber, mas, em nossa experiéncia, os comerciantes se
mostraram bastante receptivos e generosos, oferecendo perfodos de teste para os
sistemas ofertados. Um deles chegou a prometer "total suporte” ao consumidor,
garantindo um login novo caso a credencial comprada pare de funcionar.
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Movo Viral Facebook o mais versatil sistema de CURTI
+ COMPARTILHAR. Espalhe um INFECT rapidamente,
com apenas poucas shares seu Viral se propaga
rapidamente.
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Heturn to equifax.com

Cybersecurity Incident & Important Consumer Information

Enroll to Protect &
Consumer Notice Am | Impacted? What Can | Do? News & Updates FAQs Contact Us Manitor Credit - Free

We are currently experlencing difficulties with our TrustediD websiie, As a result, the site may
be unavailable periodicafly, and we are working hard to help reduce interruptions.

We apolagize for any intonvenience and apprecione your panence

Recent Updates

WS5J Opinion: On Behalf of Equifax, I'm
WSJ Opinion: On Behalf of Equifax, I'm Sorry Sorry

September 28, 2017
September 28, 2017

Equifax Chalrman, CEQ, Richard Smith
On September 28, interlm CEQ Paulino do Rogos Barros |r., published an opinion plece Retires; Board of Directors Appoints Current
Board Member Mark Feldler Chalrman
Paulino do Rego Barros, Jr. Appointed Interim

CEQ; Company to Initiate CEQ Search

THE WALL STREET JOURNAL. sepenter 62017

WebReprint

in the Wall Street journal. In it he discusses moving the organization forward and

earming back trust. Click the Image below 10 read the opinion piece:;

Eauifax Releases Detalls on Cybersacurity
Incident, Announces Personne! Changes

September 15, 2017



25 Source: Deloitte Breach Affected All Company
Email, Admin Accounts

Deloitte, one of the world’s “big four” accounting firms, has acknowledged a breach of its
internal email systems, British news outlet The Guardian revealed today. Deloitte has
sought to downplay the incident, saying it impacted “very few” clients. But according to a

source close to the investigation, the breach dates back to at least the fall of 2016, and

involves the compromise of all administrator accounts at the company as well as Deloitte’s

(e,
|

entire internal email system.
|

r i
|




Indeed, it appears that Deloitte has known something was not right for some time.
According to this source, the company sent out a “mandatory password reset” email on Oct.

13, 2016 to all Deloitte employees in the United States. The notice stated that employee
passwords and personal identification numbers (PINs) needed to be changed by Oect. 17,

2016, and that employees who failed to do so would be unable to access email or other
Deloitte applications. The message also included advice on how to pick complex passwords:

E Il_I!'[ [TTH! |=“|-'._,,|. L

e

If your password is not changed hvulmwuu wiﬂnnthaulﬂemmm
apphcations until it is reset. LT
To reset your password, mmﬂnﬁﬂnﬁuﬂwﬁmunﬂm o

ig password guidelines
, change your password. Don't reuse or sfightly chang
srreeth _-wmﬂ- = e ‘rﬁ-{_ 2

A screen shot of the mnn .- E Deloitte sent to all U.S. employees in Oct, 2016,
around the time sources say the breach was first discovered.



Crimes Digitais

Europol: Ransomware top threat in 2017
cybercrime 'epidemic’

Toky Erarhvg il : W f

THE HAGUE { Reuters) - Ransomuware eclipsed most other forms of

cybercrime a5 on-line crime surped in 2017, European pol

ing Bgency

Eurcpal 2aid on Wednesday, citing high-profile artscks such as “WannaCry®

that reached millions of compaters.

Europol coordinated severnl suiccesshul cross-border opemtions against
cybereriminals last vear, Bur national authordties usgentiy need o devops

[Ore ek

wirees to targeting the developérs of hacking vools; the agency’s

head said.

“The last vear has been exceptional. given the sice and the type and the
range of the attacks that we've seen,” Evropa] director Rob Wairaright said,

detailing en annual review of Intemet crime threats

"Growing sophistication in the cybercrime comprunity™, where criminal
groups band together to deliver “cyvbercrime services™, is bevoming the

mmor engine of growth in online crome wndertaken for illegal profit, he said.

Ransomware “has eclipsed most other cybes-threars. dndiseriminaraly
affecting victims scross multiple industries in both the public and private

sectors,” the repoft sajd.

The B-page report also named data breaches, darkner markets, extortion of

vouth for cluld pormography and pavment friud ag grovang threat dreas.
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Forense Digital

“Pericia Digital é a preservacao, aquisicao, analise, descoberta,
documentacao e apresentacao de evidéncia presente em meio
digital” - Dan Farmer & Wietse Venema
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Forense Digital
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Forense Digital

Technical review of the Trial Testimony
State of Connecticut vs. Julie Amero

March 21, 2007

Contributors (alphabetical order):

Alex Eckelberry
Glenn Dardick, Ph.D. Summary of findings
Joel A. Fﬂ]_kerts "Nossos resultados nos levam a crer que
Mﬁix 5!11PP informacgao incorreta foi fornecida no
Eric Sites tribunal. Além disso, estamos
Joe Stewart preocupados quanto a possivel falta de
Robin Stuart um exame forense aprofundado sobre as

provas fisicas, tanto pela defesa quanto
pela acusacao.”

I



Forense Digital

Casos emblematicos
Invasao da RSA e Lockheed Martin b
*Empresa varejista Target (USS 148 milhdes de prejuizo)
“Compra e venda de acessos a sites (governamentais)
“azamentos de dados do Ministério PUblico (?1?)
*Emails institucionais (Ashley Madison, DLH.net, mSpy, Pastebin, etc)
xOperacao Darknet

“Dossier do Iraque => Colin Powell / Tony Blair



Forense Digital

2 myfitnesspal

NOTICE OF DATA BREACH

March 29, 2018

To the MyFitnessPal Community:

We are writing to notify you about an issue that may involve your
MyFitnessPal account information. We understand that you value your
privacy and we take the protection of your information seriously.

What Happened?

On March 25, 2018, we became aware that during February of this year
an unauthorized party acquired data associated with MyFitnessPal user
accounts.

What Information Was Involved?

The affected information included usernames, email addresses, and
hashed passwords - the majority with the hashing function called berypt
used to secure passwords.

Under Armour Inc says data from some 150 million MyFitnessPal diet and fitness app accounts
has been compromised.
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Forense Digital

Oops! Did Vice Just Give Away John McAfee's ~ B%* =
Location With Photo Metadata? .

BY LEAT HORGRN 120382 502 PM
W Fodite Gmat

John hchfon, (e milloraing st
wikh fealy rporod caplarid ovar B
wibiosrdl. oW, I i new poet

1, M claeee (had o' bl Bodan for
arssther couniry in iha company of e
Vice joumalsis and he longbima lamala
companion, Sam. Mo aiso rofed thal
Wica would bo publishing o sory inday
had would ofd ol B spsculation os o
whridhar of ol e (8 8 “Sug-craned
frinan "

In fact \fﬁdan.b}m.nm'yhdnr
ithed "W Aro With John Mchos Right Now, Sucks

" oompietn wiih o pholo of Moiles and Vico odfor
insichinf Rooo Castor taken with mn iPhano 45, And looation Information embadded in tha photo indicalns
tha focirsoma I8 in Guabarala, spaciically along tha Rio Culon in tho Panyes Moconsl Rio Dulce. Mea the
Banchan Mary reibasant. By & swimniming pool

Fontes: http://www.wired.com/gadgetlab/2012/12/oops-did-vice-just-give-away-john-mcafees-location-with-this-

photo/ e
http://nakedsecurity.sophos.com/pt/2012/12/03/john-mcafee-location-exif/

Presumivelments, qguem firou a fodo em seu IPhone 43 tinha esguecido de
desligar os senigos da localizacio .

it

L e R

PSImg Direcrian
enit G Deracraanifer T
exiFCFSlaniroge: 15,35 495

ex L GFALoagitude: §5. 59.53W
2012-12-0

ax i GPETime S tamyg: ITTIR2E- 252

Essas coordenadas sugerem gue John MoAfes foi fotografada na
Guatemala, depois de ter atravessado a fronteira de Belize.

Fels e a

fcana
[ ]
Pangue Nacsorgd
Ria Dhdes

Eu ndo 5ai o gue - 38 houver - anvolimenio de John Moafes teve com a
morie de seu vizinho Gregory Faull, @ nds lemos que assumir que ele &
inocanle, 8 MENos que 5 prove a culpa de um crime.,

Maz sera realments indnico se John MeAfes, um homem que fod um dos
lideres na inddstria de anti-virus 20-25 anos atrds, foi desfesto pela
seguranca de Tl desleixado. A liclo gque lodos nds devemos aprender & ler




Heat Map Released by Fitness Tracker Reveals Location of
Secret Military Bases

M..

londay, January 25, 2018 B Swati Khandelbwal

A P S g
o e gl i

Every one of us now has at least one internet-connected smart device, which makes this question even more

prominent —how much does your smart device know about you?

Ower the weekend, the papular fitness tracking app Strava proudly published a 2017 heat map" showing
activities from its users around the world, but unfortunatety, the map revealed what it shouldn't—locations of
the United States military bases worldwide.

Strava which markets itself as a "social-networking app for athletes” publicly made available the global heat
map, showing the location of all the rides, runs, swims, and downhills taken by its users, as collected by their

smartphones and wearable devices like Fitbit.

Fonte: https://thehackernews.com/2018/01/strava-heatmap-location-tracking.html



Forense Digital

A pericia de TIC do MPF atua investigando as violacGes aos

direitos humanos identificadas na internet, além de fraudes
bancarias

As principais viola¢oes atualmente envolvem:

®apologia, incitacdo ou crime de ddio (racismo e xenofobia)
e®pornografia infantil e juvenil
@crimes contra o sentimento religioso

®incitacao ao genocidio




Forense Digital

Além disso, a pericia de TIC do MPF atua na elaboracdo de
Laudos e Relatorios Técnicos, que podem estar relacionados a
questdes civeis, do consumidor, de corrupcao:

®Suposto uso indevido de verba publica na implementacao de WiFi gratuito
®|icitacdo de equipamentos de drgao publico

e®Contratacao de software por empresa publica

®\/clocidade de acesso a Internet e sinal de telefonia celular
®Acessibilidade digital

®c(C



Seguranca da Informacao

|
What is DFIR? L

There is a war out there
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Seguranca da Informacao

vSaiba onde sua informacao esta, e quem pode acessa-la

vCompartilhe conhecimento com dorgaos publicos e seus
competidores (que passam pelos mesmos problemas)

“Monitore a seguranca de sua rede e aplicacoes
“Cuide da seguranca ambiental, fisica e de pessoal
“Implemente autenticacao multifator

vGerencie a aplicacao de patches




Seguranca da Informacao

“Integracao das areas de suporte técnico, SOC, NOC e DFIR

(e Juridico e RH)

~Certificacbes correlatas \. #’

“Ferramentas forenses ; %
R

“Time ou equipe de Resposta a Incidentes (treinado e
equipado)

v“Teoria do pato”

“Notificacao de incidentes




Seguranca da Informacao

*0 que é a Internet das Coisas (loT) ?

+“E arede de dispositivos fisicos, veiculos, eletrodomésticos e outros itens
incorporados a eletrénica, software, sensores, atuadores e a
conectividade que permite que esses objetos se conectem e troquem
dados. Cada coisa é exclusivamente identificavel através de seu sistema
de computagao embarcado, mas é capaz de interagir dentro da infra-
estrutura da Internet existente.” Traduc3o livre da Wikipedia




M2M World of Connected Services
The Internet of Things

resaanch




Seguranca da Informacao

4:05 PM

Most Vulnemble Smart Cltles

Cyber Attack on Internet of 'Ihmgs (IoT)

39

il

|

Pnpul_ar Baby Monitors vulnerable to Hacking

‘a..-'
..‘i':'“

eral botnet, a DDOS mghtr‘nafe -
turning Internet of Things “

into Botnet of things
B/




Seguranca da Informacao

*Incremento do MMO (Motivacao, Meio e Oportunidade)

sLegislacao especifica, cooperacao internacional e cumprimento
das leis nacionais pelas multinacionais

*Preocupac¢ao com privacidade de dados
*Cambridge Analytics
*EU General Data Protection Regulation (GDPR): www.eugdpr.org

*Importancia de boas praticas para desenvolvimento de codigo

seguro

. . NASA Secure
*Seguranc¢a compativel com a tecnologia atual Coding




Confira dicas para cuidar da sua estagao de trabalho
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Seguranca da Informacao

Juntos fazemos muito
PARTIFIPE DuA CAMNIP AN FHLA

Culidadoe com & nmlli I‘u"||'5r_'|-5' o -1 'F nao envia e-malls para Intimar, '--'1|I"r_'-| oul cormumicar 3
0 ey L S roeCEc T Ento IF i at VoieE femaente recebhdars @-mal do MPF @ ErviEr 24 =l ]
denundia ou solictacao ne Ouvidoria ow Nna Sala de Atendimento ao Cidaddao e tiver foamecido
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The Guardian

Brazilzan preasdent: U survelllano: a
breach of inbermaticnal law

Le Monde

AT'ONU, Dilma Roussef gualifie

V'espionnage américain d™affront”

;]

El Pais

Rampssedl condiera bes prictices de
espiomae ande ls Nociones Unidas

Revista Veja

Ooievel, eredtm ELLA & 12 Sacoris s DR 38 ofs o 2074
- 3 e rwle T b
S e

vrim by e mnrhede s n i
wn pa e p g s S
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*Qual o melhor antivirus? - https://www.av-test.org/en/

°Google Authenticator - https://play.google.com/
°K9 Web Protection - http://www1.k9webprotection.com/
¢Zone Alarm - https://www.zonealarm.com/

cLightbeam Plugin -
https://addons.mozilla.org/pt-BR/firefox/addon/lightbeam/

°AdBlock - https://getadblock.com

cLastPass - http://lastpass.com/ e KeePass - https://keepass.info/


https://www.av-test.org/en/
https://play.google.com/
http://www1.k9webprotection.com/
https://www.zonealarm.com/
https://addons.mozilla.org/pt-BR/firefox/addon/lightbeam/
https://getadblock.com/
http://lastpass.com/
https://keepass.info/

*DFIR - http://dfir.com.br

°*HTCIA Brazil - http://www.facebook.com/HTCIABrazil
eCartilhas do CERT.br - https://cartilha.cert.br

*Brain Krebs - https://krebsonsecurity.com

*Meu email foi comprometido?
https://haveibeenpwned.com



http://dfir.com.br/
http://www.facebook.com/HTCIABrazil
https://cartilha.cert.br/
https://krebsonsecurity.com/
https://haveibeenpwned.com/

Para refletir...

“Uma narrativa
convincente fomentauma ___
ilusao de inevitabilidade” ...

Daniel Kahnemam
in Rapido e Devagar: Duas Formas de Pensar
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