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Todas as opinioes aqui apresentadas sao
exclusivas do palestrante, apenas de carater
ilustrativo e ndo possuem nenhum vinculo o MPF,
o SANS Institute, ou qualquer outra instuticao
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portas para muitas novas
formas de uso indevido de
computadores”
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- Graduado em Processamento de Dados / UCB 1994

- Graduado em Sistemas de Informag¢oes / UNEB 1997

- Mestre em Ciéncia da Computacao / UnB 2001

- Analista do MPU / Pericia / TIC - Abril 1997, até a presente data
- CyberForensics Analyst / Research In Motion - 2008 a 2010

- Especialista em Gestao Publica / FGV 2016

- Certificado CISSP, GCFA, GCIH, EnCE

- Mentor de cursos do SANS Institute
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Crimes Digitais

Kansas serial killer, the BTK Killer, installed
alarms as a part of his job, and many of his
clients had booked the company to stop BTK
from ever entering their homes, unaware that
BTK himself was installing them.

Teenage killer who tortured and
suffocated classmate, 18, had
left digital trail of sick plot and
confessed on World of Warcraft

By HANKAH ROBERTS
LIPDATED: Vil GMT. B Mowemitar 2011

OpeEsE 22

Like: rmarny beens, 18-year-old Kruse Welwood, from British Columbia
spent as much time with his frignds online as in the mal world,

S0 whan ha messaged his classmabe Kim Procior on MSN, asking why
sk hadn't ret up with hirn, b was nolhing strangs in it

The only unusial thing, on this day, was thal he wasn'l expecting a reply,
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Crimes Digitais

Pixacao de sitio Zumbi para emails indesejados (Spam)
Sitio para baixar programa malicioso Zumbi para extorcao de negacdo de servico distribuida (DDoS'
Servidor para pirataria Servidor de Internet Atividades com robd (Bot) 0 Zumbi para fraudes de clicagem
Servidor de pedofilia “ ?I Anonimato com proxy
Sitio de emails indesejados ,:“; Zumbi para solucionar CAPTCHA
Emails indesejados de servidores de Webmail Leildes falsos - MercadoLivre/eBay
Golpes de bloqueios no estrangeiro .\":‘ Credenciais de jogos online
Obtengao de contatos de email Ataques de email Credencial de contas | Credencias e sfiosce ranseréncia de arquivos

" Computador Comprometido I — :
e Certificados de criptografia de lado cliente

Credenciais de Voz sobre IP / Skype

If
|
J
|
\\ ]

|
-

Obtencdo de contas associadas /;:

Acesso a emails corporativos |

Personagens de jogos online Dados de contas bancarias
Dinheiro e/ou bens de jogos online S
, , ~ Bens virtuais
Licencas de jogos de computador

.. .| Dados de cartio de crédito
Credenciais financeiras
1_Contas de bolsas de valores

Chaves de licenca de Sistemas Operacionais Fundos de investimento / previdéncia privade

Facebook Antivirus falso
Twitter | i ) Programa sequestrador (ransonware)
, . Reputacdo Ataques de reféns ,
Linkedin Sequestro de conta de emall
Googlet Extors&o de imagens de webcam

n Fonte: http://krebsonsecurity.com/2012/10/the-scrap-value-of-a-hacked-pc-revisited/ _



Crimes Digitais

sEstratégias dos criminosos
*Fazem forte uso da Engenharia Social

*Criam oportunidades a partir de noticias: Natal, imposto de renda,
olimpiadas, escandalo no Vaticano, etc

*Exploram vulnerabilidades muitas vezes ja conhecidas (e que possuem
correcoes) =>WannaCry

*0 crime é organizado

*Transnacional: ShadowCrew, Russian Business Network, Superzonda
(América do Sul), Yakuza



THIS HIDDEN SITE HAS BEEN SEIZED

by the Federal Bureau of Investigation,
in conjunction with the IRS Criminal Investigation Division,

ICE Homeland Security Investigations, and the Drug Enforcement Administration,
in accordance with a seizure warrant obtained by the
United States Attorney’s Office for the Southern District of New York
and issued pursuantto 18 U.S.C. § 983(j) by the
United States District Court for the Southern District of New York




Dark-Web Drug Dealer Arrested After He Travelled US for World

Beard Championships

- - - 3 -+ - 47 Bt K

United States authorities arrested suspected dark web drug kingpin late last month while he was
travelling from his base in France to the United States of America for this year’s annual World Beard and

Mustache Championships.

Gal Vallerius, a 38-year-old French national, was travelling to Austin, Texas, for the competition but was
caught by U.S. authorities on August 21 upon landing at Atlanta International Airport on a distribution
complaint filed in Miami federal court, The Miami Herald reported Tuesday.

Authorities confirmed Vallerius' identity to the online moniker "OxyMonster,” which was previously
used to sell drugs on an illegal underground dark web marketplace called Dream Market by searching

his laptop that the brown-beard contestant carried with him.



EMPTYAGE

Mat Honan's Tumblr

HOME
ARCHIVE

ASK ME, ASK
ME, ASK ME

Yes, | was hacked. Hard.

So mavbe yvou saw my Twitter going nuts tonight. Or yvou saw Gizmodo’s Twitter
account blow up. Or you saw this in AllThingsD. Or this in the DailyDot. Although
embarrassing, Twitter was the least of it. In short, someone gained entry to my iCloud

account, used it to remote wipe all of my dewvices, and get entry into other accounts too.

Here’s what happened: /

gto my iCloud accoun
confirmation message about the reset to the trash. My password was a 7 digit
alphanumeric that I didn’t use elsewhere. When I set it up, vears and vears ago, that

seemed pretiy secure at the time. But it’s not. Especially given that I've been using it for,

At 4:50 PM, someone got eset the password and sent the

well, years and vears. My i = (see

update) and then reset it to do the damage to my devices.

The baclkup email address on my Gmail account is that same .mac email address. At 4:52
PM, they sent a Gmail password recovery email to the .mac account. Two minutes later,
an email arrived notifying me that my Google Aypasswnrd had changed.

At 5:00 PN VA, /
At 5:01 PMEEI E}-’ remote wiped my ]'Pa L/
— e — L

E -'mote wiped my h—IacBDD

A few minutes after that, they took over my Twitter. Because, a long time ago, I had
linked my Twitter to Gizmodo’s they were then able to gain entry to that as well.

Here’'s how I experienced it:

I was playing with my daushter, when myv phone went dead. It then rebooted to the

setup screen. This was irritatine. but I wasn't concerned. T assumed 1t was a software



Login de usuarios «

Ransom notes sent by blackmailers to wives of

Ashley Madison hack victims
ﬁilf ehare this contant n m m m

Blackmailers have begun sending ransom keters
A vida & to the wives of alleged users of the extramarial
vida e website Ashiey Madison

Fara comecar, diga 0 stah The threatening letters gemand that the women
pay 52 500 in BRcoin or the blackmaiber will tel
the woman's fnends, family and colleagues that
hier hiusband used the site, security blogger
Granam Cluley said in a Wednesday posi

Veja se
The letlers also stated the husband was

contacted previoushy wia other means but didn't
pay IRe ransam

Selecione

Cluley advised recipients not 1o pay and

speculated that the most recent wave of

blackrnail letters indicated that the threat actors

have become désperate aftér prévious

atlempds falled to persuade the aisged users
hemsahes through blackmail demands senl via @mail

So far, only Americans have been targeted and the lethers were postmarked frarm the state of Vinginia
according to The Telegraph

Clubey also said the letters are addressed only as “Mrs.,” followed by the husband's last name
Falant
Com C “They don't Know anylhing about the wives of the Ashley Madison members S0 his could be quite a kot of
Roberi &ffort involved if the blackmailer actually did want to go through with their scheme,” Cluley said
Fanico
He advised anyone who has received a letter to contact the proper authorities

The maost recent string of threats comes roughly eight months afer hackers, calling themseves The Impact
FZ AR LU RN R Team, hacked Into the Ashley Madison database and leaked “customers' secrel sexual fantasies and
malching credit cand transaclions.® along with olher data belonging 1o the websile's operalors
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Aprocomadamente 436 resullados (0 45 segundos)

Index of /uploads/docs - Marcos Bossolani

ww marcosbossolan com briuploadsidocss -

2014-05-30 15:04, 60K comprovante-pagament. > 2014-05-30 1504, 31K, comprovanie-residenc. >
2014-05-30 15:04, 614K rg-e-cpf jpg. 2014-05-30 15:04

Index of /site/assets/socios - Circuito EcoBike

www Circuioecobikepe esp brisifefassetsisocios’ =

.. ODEA7-148 73362516 59-1558283806 jpg - 02%e5-img-20100313-wal 120 jpg - 02ee8-1mg-20170314-
wall19 jpg - 032ab-rg-e-cpf-emearson jpg .

Index of /images - misodor

W misodor. comimagess =
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Index of /wp-content/uploads/cachefformidable/rg-cpf

www fluxexperiences. com briwp-contentiuploadsicachel. . frg-cpl... « Traduzir esta pagina
Index of fwp-comentiuploads/cacheormidableirg-cpf. Parent Directory - 3409230202 jpg
Apache’2 4 18 (Unix) mod_heeds 6 OpenSSLM 0 1e-fips ..

Index of /wp-content/uploads/profiles/5136 - CREAjr-SC
waw Creajr-5¢, org. briwp-contentiuploadsiprofiles!5138) «
Index of hwp-contentiuploads/profiles51 36, Parent Directory - RG-CPF-Camila. jpg

Index of imagens - Achar Pessoas



FRAUDE GARANTIDA OU SEU DINHEIRO DE
VOLTA

Maturalmente, no meio de uma negociacdo que envolve dados sigilosos, a
desconfianca € mitua entre vendedor e comprador. O cliente esta quase sempre
com medo de pagar e ndo receber, mas, em nossa experiéncia, os comerciantes se
mostraram bastante receptivos e generosos, oferecendo perfodos de teste para os
sistemas ofertados. Um deles chegou a prometer “total suporte” ao consumidor,
garantindo um login novo caso a credencial comprada pare de funcionar.
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v equifecsecunty 2017 com e | @ D Pesquiar T B 4+ #

EQ"."FAI' Feturn to equifax.com e

Cybersecurity Incident & Important Consumer Information

Enroll to Protect &
Consumer Motice  Am | Impacted?  WhatCan|Do?  News & Updates  FAQs  Contact Us T ST T

We are currently experiencing difficulties with our TrustedID website. As a result, the site may
be unavailable peripdically, and we are working hard to help reduce interruptions.

We apologize for any incomvenience and Oppreciote your patience

Recent Updates

WS5J Opinion: On Behalf of Equifax, I'm
WS Opinion: On Behalf of Equifax, I'm Sorry Sorry

September 28, 2007

September 28, 2017

Equifax Chairman, CEQ, Richard Smith
On September 28, interim CEOQ Paulinc do Rogos Barros Jr., published an opinion piece Retires; Board of Directors Appoints Current
Board Member Mark Feidler Chairman;
Paulino do Rego Barros, |r. Appointed Interim

2armning Dack trust. Click the IMage Dty to read the opinion piece: CEQ: Compa ny to Initiate CEQ Search

THE WALL STREET JOURNAL. S

WebReprint

in the Wall Street Journal. In it, he discusses moving the organizaticn forward and

Equifax Releases Details on Cybersecurity
Incident, Announces Personnel Changes
Leptember 15, 2017
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25 Source: Deloitte Breach Affected All Company
Email, Admin Accounts

Deloitte, one of the world’s “big four” accounting firms, has acknowledged a breach of its
internal email systems, British news outlet The Guardian revealed today. Deloitte has
sought to downplay the incident, saying it impacted “very few” clients. But according to a
source close to the investigation, the breach dates back to at least the fall of 2016, and
involves the compromise of all administrator accounts at the company as well as Deloitte’s

entire internal email system.
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Remote Desktop Protocol
ZWx@3\x00\x00\ xBb\ x80\ xdd\ x08\ x08\ x124\ x88

SSL Certificate
Certificate:
Data:
Version: 3 (@x2)
Serial Number:
17:82:6b:bl:d2:88:38:282:43:79:68:13:99:7a3:59:240
Signature Algorithm: shalWithRSAEncryption
Issuer: CN=Delolitte-AD-@2.Deloltte. local
Validity
Not Before: May 18 10:35:081 2017 GMT
Not After : Nov 17 19:35:01 2017 GMT
Subject: (N=Deloitte-AD-82.Deloitte. local
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:

Windows Server2012R2



Indeed, it appears that Deloitte has known something was not right for some time.
According to this source, the company sent out a “mandatory password reset” email on Oct.

13, 2016 to all Deloitte employees in the United States. The notice stated that employee
passwords and personal identification numbers (PINs) needed to be changed by Oect. 17,

2016, and that employees who failed to do so would be unable to access email or other
Deloitte applications. The message also included advice on how to pick complex passwords:
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LD | II. .I ]
ARARCHLL

B fhees s daely ORIl M o
| To I-md:nﬁlwﬂsﬂr:v mﬂﬂf T}Pq |§= shared :un'llimlent,phana
Your password will expire on lllmdﬂ, ﬂt:llllﬁlﬂlﬂl"lli?. il it

If your password is not changed hﬂ'ﬂiﬂif"l'ﬂtl will nntbnaﬂnmmulﬂ ':

apphications until it is reset. il
To reset your password, mnﬂmWwﬁWu Deloitte office

m password guidelines

1‘-
i

.I-l‘ Lad
e, i
T i ¥

A screen shot of the mandatory password reset message Deloitte sent to all U.S. employees in Oct. 2016,
around the time sources say the breach was first discovered.



Crimes Digitais

Europol: Ransomware top threat in 2017
cybercrime "epidemic’

Tobwr o

THE HAGUE [ Reuters) - Rangomuare éclipsed most other forms of
cvbercrime as on-line crime surged in 2017, European policing agency
Europal said on Wednesday, citing high-profile attacks such as “WannaCry™

that reached millions of computers.

Europol coordinated several successful cross-border operations against
cybercriminals last year. Bur national authosties urgently need to devore
mare resources to targeting the developers of hacking tools, the agency's

head said.

“The last vear has been exceptional, given the size and the type and the
range of the arracks that we've seen ” Europael director Rob Walnwright said,

detailing an anmual review of Internet crime threats

"Growing sophistication in the oybercrime community”, where criminal
groups band together to deliver “cybercrime services™, is becoming the

mnjor engine of growth in online crime undertaken for illagal profit, he said,

Ransomware “has eclipsed most other cyber-threars. indiscriminaraly
affecting victims across multiple industries in both the public and private
sectors,” the report said.

The &0-page report also named data breaches, darknet markets, extortion of

vouth for child pormoegraphy and payeoent fraud as growing threar areas.
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Forense Digital

“Pericia Digital é a preservacao, aquisicao, analise, descoberta,
documentacao e apresentacao de evidéncia presente em meio
digital” - Dan Farmer & Wietse Venema
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Forense Digital

Technical review of the Trial Testimony
State of Connecticut vs. Julie Amero

March 21, 2007

Contributors (alphabetical order):

Alex Eckelberry
Glenn Dardick, Ph.D. Summary of findings
Joel A. Fﬂ%kerts "Nossos resultados nos levam a crer que
Mﬁix S!llpp informacdo incorreta foi fornecida no
Eric Sites tribunal. Além disso, estamos
Joe Stewart preocupados quanto a possivel falta de
Robin Stuart um exame forense aprofundado sobre as

provas fisicas, tanto pela defesa quanto
pela acusacao.”



Forense Digital

Casos emblematicos
Invasao da RSA e Lockheed Martin L ALt
*Empresa varejista Target (USS 148 milhdes de prejuizo)

“Compra e venda de acessos a sites (governamentais)

“azamentos de dados do Ministério PUblico (?1?)

*Emails institucionais (Ashley Madison, DLH.net, mSpy, Pastebin, etc)
“Operacao Darknet

“Dossier do Iraque => Colin Powell / Tony Blair

I
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Forense Digital

Oops! Did Vice Just Give Away John McAfee's ~ B™ a
Location With Photo Metadata? o

BY WAT HOMAM 120212 SO0 PM

[ w13

W Fodiom Omat
John MeAfas, the millonain doSwamn
wikh Faisoly rapored capturad ovir I

wWiR, oW, in B N (o

), b elpirey thaad s bl Bk for
nroEher country in this company of two
Vi journabsts and he longhima lemale
comparion, Sam. Me also nofed that
Vica veould ba publishing a story oday
it would and all Bh Spbiulation os io
whibihar o ol i i 8 “Sug-craned
fradenan,”

In kact, Vics did puislish mr,n Iudn:,'
hlm “| e | B shi -2l " |\..~

- pompbefn with a photo of Moffes and Vico odior-
inschiof Fiocoo Castor taken wih an iPhong -EE #nd location information embadded in the photo indicatos
thi Soursoma is in Guatemala, specifically along the Rio Dulcs in the Pargue Nacional Fio Dulce. Near the
Ranchan Mary restaurant. By o swimming pool

Fontes: http://www.wired.com/gadgetlab/2012/12/oops-did-vice-just-give-away-john-mcafees-location-with-this-

photo/ e

http://nakedsecurity.sophos.com/pt/2012/12/03/john-mcafee-location-exif/

Presumivelmente, quem firou a folo em seu IPhone 453 tinha esquecido de
desligar o5 sarvigos de localizacio ..

exifCFSimg Direcrion: S4474/755
exiFCPSImgDiractionRel: 7

exifCPSLarinuge: 15, 39495
exitGFSLongirude: S5 F9.53W

exitGPA TimeStamp: 201 2-12-03T18:25-262

Essas coordenadas sugerem que John McAfee foi fotografada na
Guatemala, depois de ter atravessado a fronteira de Belize.

EAED

[ ]
Pargqueé Nacisaal
R Dulss

Eu ndo sei o gue - 36 houver - envolvimenio de John McAfes teve com a
morie de seu vizinho Gregory Faull, e nds temos que assumir que ele &
inocents, 8 mencs que se prove a culpa de um crime,

Masz sera realments irdnico se John MoAfes, um homem que foi um dos
lideres na inddstria de anti-virus 20-25 anos atrds, foi desfedto pala
seguranca de Tl desleixado, A ligho gue todos nds devemos aprender & ter




Forense Digital

A pericia de TIC do MPF atua investigando as violacdes aos

direitos humanos identificadas na internet, além de fraudes
bancarias

As principais viola¢oes atualmente envolvem:

®apologia, incitacdo ou crime de ddio (racismo e xenofobia)
®pornografia infantil e juvenil
@crimes contra o sentimento religioso

®incitacao ao genocidio




Forense Digital

Além disso, a pericia de TIC do MPF atua na elaboracao de
Laudos e Relatorios Técnicos, que podem estar relacionados a
questoes civeis, do consumidor, de corrupcao:

®Suposto uso indevido de verba publica na implementacao de WiFi gratuito
®|icitacdo de equipamentos de 6rgdo publico

e®Contratacao de software por empresa publica

®\/clocidade de acesso a Internet e sinal de telefonia celular
®Acessibilidade digital

@ctC




Presidéncia da Republica

Casa Civil
Subchefia para Assuntos Jundicos

LEIN® 13.441, DE & DE MAIO DE 2017,

Altera a Lei n2 £.069, de 13 de julho de 1930 (Estatuto da Cnanca e do Adolescente), para prever
a infiltragdo de agentes de policia na internet com o fim de investigar crimes contra a dignidade
sexual de crianga e de adolescents,

O PRESIDENTE DA REPUBLICA Fago saber que o Congresso Nacicnal decrata @ eu sanciono a seguinte Lei:

Art. 12 O Capitulo 11l do Titulo V1 da Parle Especial da Lai &), passa a vigorar acrescido da seguinte Secdo ViA

Da Infiltragdo de Agentes de Policia para a Investigacao de Crimes contra a Dignidade Sexual de Crianca ¢ de Adolescents”
“Art 190-4 A infiltracdo de ﬂmtﬁ de pnhna na unhurnat cnm o ﬁm da mwashgar as cnmas prawsius nos arts, 240, 241, 241-4 241-B, 241-C & 241-D desla Lei & nos artg.
154-4, 217-A, 218, 215-A e 215-E p 7 ¢ ; 40 (Cédigo Penal). obedecerd ds seguintes regras:

| = gerd precedida de aulonzaclo judicial devidamente circunstanciada e fundamentada, gue estabelecerd o Emiles da infiltracdo para obtencdio de prova, ouwado o
Minigténo Pdblico;

Il - dar-se-a medianie requernimento do Ministério Publco ou representac o de delegado de policia e contera a demonsiragdo de sua necessidade, o alcance das tarefas dos
policiais, 05 nomes ou apehdos das pessoas investigadas e, quando possivel, os dados de conax3o ou cadastrais que parmitam a identficag 3o dessas pessoas;

Il - ndo poderd exceder o prazo de 90 (noventa) dias, sem prejuizo de eventuals renovacdes, desde gue o total ndc exceda a 720 (selecenios e vinte) dias e seja
demonstrada sua efetiva necessidade, a enténd da autondade judicial.

& 12 A autondade judicial & o Ministéno Publico poderds raquisitar relatonos parciws da operacdo de mfltracao antes do terming do prazo de que trata o inciso |l do § 18
deste anigo.

& 2 Para efeitos do disposto nd inciza | do § 12 deste artigo, consideram-sa:
| = dados de conexho. informacdes referentes a hora, data, inicio, Wmming, duratdo, enderego de Profocols de Imemet (IP) vilizads & terminal de ongem da conedo,

Il = dades cadastras: mformagSes referanlas a nome @ endensto de assinante ou de vsudno registrado ou aulenticado para a conexdo a quem endareco de IP, identificacdo
de usuano ou codigo de acesso tenha sido atribuido no momento da conexio

§ 3 Anfiltragdo de agentes de policia na internel ndg serd admifida se a prova puder ser oblida por gutros mesps,”
“Art 190-8. As informacdes da operagao de infiliragio serdo encaminhadas direlamenie ao juiz responsavel pela avtonzagio da medida, que zelard por seu sigilo,

Paragrafo inico. Antes da conclusdo da operagdo. o acesso 208 aulos serd reservado ao juiz, ao Mimsiéno Publico @ ao delegado de policia responsdvel pela operagio.
com o objetivo de garanbir o sigilo das investigagdes.”

“Art 190-C. M3o comele cnme o policial gue oculta a sua identidade para, por meio da infemnet, culhar lndll:mdeautmaa mt&nadldade dus r:nmas pna'ﬂslua mos arts. 240,
241, 241-A 241-8. 241-C e 241-D desta Lei e nos gtz 154-4 217-4 218, 218-A e 215-8 ppret: i 7 “Giiigy




Seguranca da Informacao

\

What is DFIR? o

There is a war out there




DFIR - Digital Forensics & Incident Response

O
O
s

Fonte: SANS Institute
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QAR DTSy ) WTERMETATON REVEW) - SREGRTNG)

1. hDMINISTRATWE STUFF

I ocrone vou e snanreo.— I

PRE-PROCESSING ANALYTICS | [ MOUNTING / VIRTUALEMULATE | [

EXPORT )

r = == ™ Check physical size of drive and Conduct hash analyzis, indentify “known™ Mourit - Mahwa itus Scan (Don't forest Export files from case for independent
& Review Policies and Laws | J compare to ph'ﬁil?I label-3nmis n}ing *.-“ and/or "notabile” files. ' at:'::: MBFI:H] re/Virues Sean (Dore Fer analysis with specialty tools. For example:
' for all drive space [Check for DCA B Email
& Chain of Custody form HPA). Conduct file signature analysis, review Mem:?lae NL
o i o/ Mount - Stego Scan )
%. Digital Evidence Collection Form ST ::EI"‘I":II?I SIFT] EE;':?II"‘ Emad
¥ Identify & compare logical partition Identi o fil Virtuzlly Emulate - conduct behavior and lisitiatl, I, I Bulk extraceor [SIFT]
% Consent form {if needed) .SIzEIS.I b0 physical drive sie (o o Mty enceypted fes fentropy) v live analysis AD PRTK Image Mounting
identify any deleted partitions or Mount ALL compound files [VHD, VMDE, Passware FTK Imager
B J unused disk space /' TP RAR, Email containers, Reg Files, etc [ KEYWORD SEARCHING ) e piiyc il
Retrieve time zone settings for each Shellbags. py |SIFT) L3 Ko
1." disk and apply correct t|l'ngES zone, if V,‘ Index Case (DT Search, WDS, Encase, AD..] Create keyword list & QC syntax Internet History Virtual Boo
[ 2. WORK PLAN [:lu:j J applicable e 1{‘ .hjma.tting,l'cude page usage (may be WebHistorian Stego
J/ Generate metadata (and extended) listings/ iterative process) LNK Files ﬁu eSS
A 3 Trworks
Review Policies and Laws (if needed) + Rename hard disk volumes as mEparts . Lslrik {SIFT Md3deep (SIT]
= f Perform targeted or full disk search Eutmt ‘:'[_m & Sha25Gdeep (SIFT)
Q Gam-;:dem:gmgd necessary to "Recovery”, “C", etc. [ RP fVSC ) including unallocated and slack arsas. Mfm Hashdeep (SIFT}
ckgrou
GATHER SYSTEM INFORMATION Trworks Registry
-1t applicable, Pm“;“rr [ :l ¥ Identify if services turned on/used +  Create hit repart/stats GrokEVT Reg Ripper |SIFT)
Rmem# analysis 7 Determine 05, service pack, 05 install = — i [ e } m plaar EEE';;LI;{D;CS?WIH
date, application list, owner, machine xtract or make available accordingly ik R s [SIFT
% Create Analysis Work Plan name, and other basic information. o for analysis mﬁIm figmsﬁl !
Q Create Investigative Plan : i , Filter data based on meta data and IND¥Parse_py (SIFT} ‘Windows Journal
4 Retrieve user profile information / exteneded meta data such as Date and SIFT Workstation isa  Parser
(names, 510s, create and last logon Time values, File Extension, and etc. great resource for Trworks
[ 3. SETUP CASE FOLDER (example) ] dates) tons of tasls!
Iiden ) ™ [ 6. EQUATION FOR SUCCESSFUL ANALYSIS: (TIMELINES + MANUAL ANALYSIS) x (PASSION + TIME + RESEARCH + RESOURCES) = “WINNING" ]
EV1 (Evidence Fi
) W (Working Copy of Files) ( GENERALAREAS | REGISTRY ANALYSIS (Win only) ] [ SYSTEM ARTIFACTS ) MEMORY RESIDUE INTERNET
EREe e | 0 0 — — — o o — — o e o —
; Analyze general folder locations for | “The Syst Bl INTLBRDAT, ) T === S licabl el
l.‘q Custodian Name aitiEacts o data of | & Fo | 5\'“1:“%% SECURITY, SAM._) rn.":" are many srstem mh‘bed artificacts t—'ﬂfer whl‘ﬂem 'm;ud'mrg: to Identify installed browsers and perform

) Media Type ~EV #
Case File
T3 Index
% Reg Files ﬁ g
Internet Hist 'E =
Case Processor = £
L3 Media Type - EV#
Media Type = EV &

| "Organize output neatly!

4. COHFIRM IM.R.EE INTEGHI'IT

Cnmpare Acquisition and ‘.I'Eﬂfu:aunn
v
Hash values (MD5, SHA)

% Sawve Verification Reports

GENERAL FORENSIC ANALYSIS IH'
CHECKLIST V.1.1

THE PURPOSE OF THIS REFERENCE GUIDE 15 TO
FROVIDE AN OVERVIEW AND OUTLINE OF
COMMON PROCESSES, SOFTWARE, AND BEST

PRACTICES FOLLOWED BY PROFESSIONALS

CONDUCTING COMPUTER FORENSIC ANALYSIS

BY DAVID NIDES [12/16/2011)
TWITTER: @DAVNADS

BLOG: DAVNADS.BLOGSPOT.COM
EMAIL: DNIDES @KPMG.COM

CREDITS TO: ED GOINGS, ROB LEE & SANS
QUESTIONS /FEEDBACK-CONTACT LIS/

analysis on artifact such as:

Usernamae & SID [SAM] -Removatle Media Connections [ E-MAIL/IM/SOCIAL ARTIFACTS j -Form Histary/Auto complets fles

example: contain a vast of amount of information | | F“t“hmm:'m Inch |d Iy I -Handles; files, directories, processes, registry

>Desktop | that can be imperative to your anabysis. “Bacirs s [P, VEC, ct.ers] | | ke Sesnagbinns; everts ity -Pla_'sc Internet histary fles (index dat,
>lser folders For Example: “Event Logs |.evt, evix) ~Oipen network por "‘:_I‘ ite, etc)

i -01% Version [SOFTWARE] Shell bags [Registry) | | -Hooks: Briver EP. GSOT and IDT driver tree ~Check temp falders

=Desktog -Last logged on user [SAM) -lump Lists -Parse cookies

shetwork Shartouts -Last Failed Logon [SAM) Kisc s (Ferewall, AV, Apps, etr) | -Cached pages

=System Ternp folders “Shutdown (SYSTEM) -I{;le(fﬂ; — — '$;D|;I‘b=5u"h90mlrh
*Brawser Temp Folders -TimeZone |{STSTEM) -PageFile _J Idﬂ'rlifyem:ﬂclen‘l:nrmhmsm system . ars
-Dirives Mounted by User NTUSER.DAT) -WidebShices

shystem Folders {malbwars)
=.-!||.t|:|rur| !

I
I
I >Recently Opened File folders
I
I

and perform anabysis on associsted data |
stores or application residue/settings:

J | Client based [file examples):
‘Windows - (05T, PST, MSG, Temp folder for

-Browser plug ins
-Registry analysis
-Carve unallocated for deleted history

-File Ext Associations (NTUSER.DAT)
-installed application list (SOFTWARE)
-Search History [SOFTWARE)

SOFTWARE RESIDUE

=

TIE IT ALL TOGETHER USING -Remavable Storage Devices (SYSTEM) | idﬂ“i'f mfumﬂ.r mm 1:.*?” 1‘| Outlook attachments, Lotus Motes - _NSF, bac - artifacts
®5 TIMELINE ANALYSIS — Using Registry analysis tools, such as Reg Sticky Motes, hacker tools, etc) and perform | JEMAL BRI )
FLIP SIDE! chper can aid your analysis.. J analysis on associated fites (binary-malware Web based [OWA, Facehook, Twitter, etc.): «.BUCKETING ANALYSIS “TO
_______ II"FBL logs, 5:|ﬁ'|p qunrr and etc. J -Logs -intemnet History reconstruction -Cache F DO" ITEMS LIKE THIS CAN HELP
( 7. |NTEnPnErM10anEme OF ARTIFACTS (examples) .. e
>m:wsm>> ﬂpenu'nun\> .\>H / . Index, d:ll:'.fz > I“t"'“"">2 HM@ S 8

ﬂ MaCs >Mm.| brm>/us Office mu// sl.:r{: Files ) index.dat Hles/) \.ll.l'rllesu>)5|1eIIqs>>'meet:l1 b [

IP!-:-!IEII N N Wh'!!-u-\ch Wln!‘ '\ I.u'!Ith M

"
ACMRU //ﬂbrdmﬂ} > Thimts. ‘I/ Thumibnails \/I/ T B / /Mnu 7

) ﬂr:t& 5, Um’ BUnhlne 5 B 5, Mu-u.nt"-
’Elﬂ:rﬂﬂnﬂ S > N“=> BrIuI.zﬂ.u>\>1.NKH9 Evert Logs > oo
~ =
Program ) lﬂﬂt M L:.lt\.l'khzcl Eﬂ.unMNJ \'F "

Executi A [Start->Run} : >M1Jh::che hlankt}I :-Eum:an)
. Wireless " Vista/WT Network p
nm.-;:m?\mn > bectory >\':-030Hl52’__.- >/Tf:‘*v
Account Logon/ ™. ™,

> _
P e T et o) S W oA

S e T s e e ™ S A et

J Document findings comprehensively

Hawve more?

Let me know! ./ Fact based Interpretation

' Remember who the audience is

' Remember requirements/expectations




DFIR - Digital Forensics & Incident Response

Open Incidents by Phase Closed Incidents by Duration Last 30 Days (Aug 13, 2014 - Sep 12, 2014)
Priority Engage Detect/Analyze Respond Post-incident Total
B Between 1 week and 1 month
Low 2 0 4] 0 2 B Getween 1 and 6 months
BB Less than a day
Medium 7 0 0 0 7 M More than a year
B Between 6 months and 1 year
High 3 0 0 0 3 I Between 1 day and 1 week
Breach 2 o} o 0 2
Criminal Activity 1 o o 0 1
Open Incidents by Duration Open Incidents by Severity
BB Between 1 week and 1 month B Medium
B Between 1 and 6 months W Low
B Less than a day @ High

Wl More than a year
B Between 6 months and 1 year
Ml Berween 1 day and 1 week

Open Incidents by Type Open Incidents by Owner

BB Patricia Hayakawa

B Andre Luiz Marques da Silva
B Neuton Martins Costa

B PAULO ALMEIDA

B Marcelo Caiado

BB Denial of Service
W Fhishing

4 B Malware

B System Intrusion

BB Improper disposal: digital asset(s)

3
BB Lost PC |/ laptop | tablet
B Stolen PC [ laptop | tablet
2
o

Amount




DFIR - Digital Forensics & Incident Response

vSaiba onde sua informacao esta, e quem pode acessa-la

vCompartilhe conhecimento com dorgaos publicos e seus
competidores (que passam pelos mesmos problemas)

“Monitore a seguranca de sua rede e aplicacoes
“Cuide da seguranca ambiental, fisica e de pessoal
“Implemente autenticacao multifator

vGerencie a aplicag¢ao de patches




DFIR - Digital Forensics & Incident Response

“Maior integracao das areas de suporte técnico, SOC, NOC e
DFIR (e Juridico e RH)

“Investimentos em certifica¢coes correlatas

vAdequacao das ferramentas forenses

vPossua um time ou equipe de Resposta a Incidentes o
(treinado e equipado)

vObserve a “Teoria do pato”

“Proporcione canais faceis de notificacao de incidentes (RFC
2142 => Mailbox Names)



DFIR - Digital Forensics & Incident Response

*Internet das Coisas (l1oT) => incremento do MMO (Motivacao,
Meio e Oportunidade)

*Legislacao especifica e cooperacgdo internacional
*Maior preocupac¢ao com privacidade de dados
*Mantenha sua seguranca compativel com a tecnologia atual

*Enfatize a importancia de boas praticas para desenvolvimento
de codigo seguro

NASA Secure
Coding




Seguranca da Informacao

A Divisdo de Seguranca da Informacdo compete:

| - administrar e manter atualizados os recursos de seguranca da informacao

(...)

I - zelar pelo bom funcionamento dos recursos de seguranca das redes
metropolitanas (...)

Il - atuar no tratamento e na resposta a incidentes de seguranca de redes de
computadores;

IV - acompanhar e realizar testes de vulnerabilidade nos ambientes
operacionais do Ministério PUblico Federal;

n PORTARIA SG/MPF N° 382, DE 5 DE MAIO DE 2015 _



Seguranca da Informacao

A Divisdo de Seguranca da Informacdo compete: (cont.)

V - estimular as demais areas de tecnologia da informacdo do Ministério
PUblico Federal a manter os equipamentos e servicos sob sua
responsabilidade atualizados e livres de vulnerabilidades conhecidas;

VI - promover a cultura da seguranca da informacao entre a equipe técnica e 0s
usuarios de recursos de tecnologia da informacdo;

VIl - zelar pelo cumprimento das politicas e normas institucionais relativas a
seguranca da informacao; e

VIII - assistir as areas do Ministério PUblico Federal nas analises de dispositivos
computacionais utilizados em incidentes relacionados a seguranca da
informacao.

ﬂ PORTARIA SG/MPF N° 382, DE 5 DE MAIO DE 2015 _



Seguranca da Informacao

Os 10 Mandamentos

vParticiparas junto com sua equipe em atividades de prospeccado de
tecnologias;

“Implementaras demandas de seguranca com requisitos de conformidade,
privacidade e corporativos;

“Monitoraras todos seus ativos de seguranca, como NGFW, IDS/IPS, SIEM, DLP,
antivirus, etc;

vEstaras atento aos desafios diarios como sites maliciosos, vulnerabilidades,
zero days, espionagem, crime organizado, funcionarios insatisfeitos, script
kiddies, hacktivistas, etc;



Seguranca da Informacao

Os 10 Mandamentos

v“Trabalharas ativamente para que a cultura seja da resposta a incidentes, e nao
da resposta apods incidentes;

vEngajaras a alta administracao;

vIndicaras as tecnologias de seguranca adequadas e aplicaras os devidos
Drocessos;

vNdo descuidaras da capacitacdo de sua equipe;
vProtegeras seus ambientes fisico, movel e virtual;

vAtuaras sempre de forma ética.




Seguranca da Informacao

‘“Sed quis custodiet ipsos custodes?”’

Decimus lunius luvenalis (Juvenal)

"Mas quem guardara os guardides?" _



Seguranca da Informacao

Canones do Cédigo de Etica do (ISC)?

vProteger a sociedade, o bem comum, necessaria confianca mutua e confianca
do publico, e a infra-estrutura.

vAgir honradamente, honestamente, de forma justa, com responsabilidade e
dentro da lei.

vFornecer servico diligente e competente para a alta administracao.

vAvancar e proteger a profissao.




Confira dicas para cuidar da sua estacao de trabalho

e\

-

Na sepunda Marerna sobre SEgUTanca 03 INformagdo, vooe entends Como pEqUEnas

mudangas de habifos pessod's @ funcionars podam contribulr pard 3 impraniagao oo
Uma novaE culury relscionsdys & SegUraAcs o Miermacss ¢ comunicspdo no dmbio
da MPF

WPF Bloquaau e mdeda 42 mil Sentativas de ataques Sanos & rede da
Instigulgde, ot como Imetidag para cbder acetio de administrador, A
Tacretirin e Teonclogla da informas bo @ da Comunleasbo [TTIC)
trabatha para garantir a ssguranga da informagdo, mat & fundamental
que todos estejan atentos para que as Informagdes ndo sejam
alteradas s ALOIERG A0 O QUO PEs0as mal-inend knadas teahanm
Scer B oalnadon o BAformadeted O Indtitulcle,

&

Fidi 1o g

“Tioxdy serviddor il ico téns wm compromiso com a integridade, a confidenciatidade, & autenticidade
# a disponibliidade da informac ko tratibacional, a partir da adogdo de condutas panalL @
procedimantos padnisd 0o eguranca, b uma quastio de consentizacdo, deitaa do scretino da
STIC, Moy Sobrinko,

0 coondenador de Atendiménto @ Rilacionamento da STIC, Guilhimess Fréftas, bmbra goe & comwm a3
[RFRLOA S OO LN Ok 3 Seguranga da casa, da canteina, do camo @ do colular, mas thm a3 falsa
i b o (e el sogurnd B amblento onling, egecialments o corparativi. =P vezed o wudo
uspedes e e L ingenese em utilizar o w8y computicon ou que, entie taRles complladone
conictados, o wu dificiimente serd stacado”, destaca. Por f5so, o coordenador riftera & importincia
de prrisulr uma senka foito, estar atento a0 slbes vititados o do realizar backups dos documentod
ngrtanted ingLaladed Aas maginad.,

Tambain & preciso ter atenio a0 uo do “Drive 7=, utilizado para compartilhasento de anguives na
e, =0 fdeal & quo nded 1afa iR comed repodinddhe, nem para @ compartilhadento de

nifirmans i serriived. & de Jrquived peoais®, Gullbsmye alert gue, Basts uma ek riphds na rede
para snconirar madsicas & fotos pessoals. S0 wudnio nem mpee tem a dimerado de que ese arquivo

pinal pode 37 koo & VLD por qUalgueT (R o que musioas @ Fllmaes poden T profeghdes por
drelted autorat @ adi dendiam sed EEilEEadg f ambleatn corporath®, Tinallza.

Plant de Seguranca- Ssgunds o Flana & Spurands Intitucions], of procedimentol & 25 ofsragdes
rializades por interrisiio das estac e de trabalho conctadas & rede sho sempre de resporaabitidade
05 LS (U felas sutiveremn autenticados.

.Wll-hh 3 lrrrnlnr S @i ot ion T o omialon i fa P T PERRBE M Fda

Talver wocé ndo saiba, naas apenas s nuango. 8 dréa de tecnologla do \ ’ }
F .

4 .,

Saiba como utilizar redes wi-fi com seguranca

Mo feresing fenie oF Sdre Sobre Segurancs o informagde, comhess oF MMICOF &m
Jcpssar sisbemas o ferramentas do MPF fara da rede insilecienal

Ha Oitima matiria da sérle sobne seguranca da fnfoemacho, a
Secrwtaria Teonologla da Informad do @ Comundcagdo (STIC) deu dicas
sobng comeo garantin 3 sequranca da s estacko de trabalho. Mas quals
o 0 riscos em acestar debemas @ ferramentad do MPF fora da mede
institucional, & swempln dé vagens!

= MEF, ner (ltiees anen, rangoy dgniificathassents no wetido de
deserrlver ferrasnsnias @ Hsienmad (ue pediam ser acestados pelis
b ondk qus o i EtBam, 0 Ll & g il it
e, O i ot [ dhordd. 28 Malaptam e dilfenenbed Limdshad g
elaE s e reelug b, o qued Rarn pordivel e aiid-la

irbepandion casaio ded. dhpeiithvg, M ee o O sosgis requer oulided”, lamBnd o fesrethnis de
Tecrslogin & informaddo @ Comunic b do, Mauro Tobrinko,

P lbmacipions.

Ui ipoatante Jcd & 1o A0endo a0 CORCtar W Sapcsitho 3 una vl plblica utllizands & wnka
i rade do MPF. O Chaga 3 Ui Bar, & uh PeEtaarants ol & o eitabele imentn & @ Conecta 5
s w11 i |ocal? Todo murdo! A5 PEsods R SHpIe [uram par porar @ sgueda widl realmeste
& soguia”, alerta coordenador de Atendimendo & Relackonamento da STIC, Guilherme Fredixs.

O el dn Divisks do Teguranga da idormag bo, Nascels Calads, destacy que m dog princigals

ok RS 2 AESSEAT LA TR0 R @ & InNECepeae o o daded. =Cilsare ririnosed CoqDamdesh
aprietar Talhad de weguranca para bhbdlhotar a5 atlvidedes onllne dos i, & importante notar
QU INETCRRLIC ke 00 dadod NeTT LRy MR ConbeCinenie do Computagls™, pontus.

For iz, conflgurar a rede wi i da foma adequada & um dos melos de assegurar a ssguranga do sea
dinposiive. Segunds Barceo, além da necemidade o weha, 0 R deve informar a0 sisbema
operacional que a conecho & poblica o gue ndo dessja compartifar arguives com outras e O
ko direw, ainda, atentar-ae sobne at fnfoemag b que potsue e Ee diypoitive, coma fobo
intirmas @ informacdes institucionals, & Ser sm menbe o ques pode acontecer b et informagdes
cainem eny mdos. i ada,

=P Hamaod e qu b résponialdlldads com & informuce. da ingtifudg bo extrapel o st do
Lol ch trahalha @ qu domod resgomdnaty pof evie culdade, S0 Botresr 3 dulitrscbo @ o vazaesnalo de
e e orm bo dardivel do MPF, qusm pag s o HaoT Cuants Cuith park B imagesn di ingit kal”
e Marcela,

Sonks foarte - O o 08 Credend |t &0 wudro 8 & utilizag o 9 senha 30 Condiges indiapeTiayety



Seguranca da Informacao

# CORRUPGAONAD  *-»ic- »zonc- mo
L4 dial’y PARTICIPE DA CAMPANHA

Cuidado com & IIE-E'lII'E- f:'||'5f_'|-5' :l MPF ndo envia e-mails para |'-I:|*'|'|3-'. not I"u:-:-l ou comumicar
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Artigos e Papers Aulas Denuncie Links Matenial Outros Palestras e Apresentacoes Programas Sobre

SANS FOR508 Mentor
Brasilia — Outubro de 2017

(5 14 de julho de 2017 B Andlise, Aquisicdo, Browser, Cookies, E-mail, Hacking, Imagens, Imagens
forenses, Incident Response, Log, Metadados, Resposta aincidentes, SANS, USE  # Crimes
Cibernéticas, DFIR, Pericia Digital, Threat Hunting

Estdo abertas as inscrighes para o curso SANS FORS508 Mentor - Advanced Digital Forensics,
Incident Response, and Threat Hunting, a ser realizado em Brasilia nos dias 18, 19, 20 e 21
de outubro de 2017 (4 dias, formato mentor, em 20 horas),

Este & um curso avangado de resposta a incidentes e threat hunting, fornecendo aos res-
ponders e as equipes de threat hunting habilidades avancadas para cagar, identificar, con-
tornar e recuperar de uma ampla gama de ameacgas nas redes corporativas, incluindo APTs
de adversarios nacdo-estado, sindicatos do crime organizado, e hacktivismo.

Constantemente atualizado, o FORS08 Resposta a Incidentes Avancados e Threat Hunting
aborda os incidentes de hoje, fornecendo respostas a incidentes priticas, além de titicas e
técnicas de threat hunting que os responders e os hunters de elite estdo usando com su-
cesso para detectar, contornar e responder a casos de violacdo do mundo real. E um curso






Cybersecurity
Skills Crisis
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IN 2013 AN APT ATTACK'® IMPACT OF
ol 71& 2.5 IN 2014° THREATS’ m%
IS THE AVERAGE TIME BILLION 83% <«
AN ADVANCED THREAT EXPOSED RECORDS AS MILLION OF ENTERPRISES CURRENTLY
GOES UNNOTICED ON A RESULT OF A DATA BREACH UNFILLED SECURITY LACK THE RIGHT SKILLS AND
THEIR IT ASSETS®

At the same time, the global demand for skilled professionals sharply outpaces

Ente rp rl Sses dre u nder S I-E'ge fr[}m supply. Unless this gap is closed, organizations will continue to face major risk.

Comprehensive educational and networking resources are required to meet the

d I'iﬁil‘lg ‘Uﬂ'l.lme ﬂf GYIJEI‘EIﬁﬂCkS. needs of everyone from entrylevel practitioners 1o seasoned professionals.
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Forensic Computer Analyst Salary (United States)

A Forensic Computer Analyst earns an average salary of $68,667 per year. A skill in
Computer Security is associated with high pay for this job. Experience has a moderate
effect on income for this job. Most people with this job move on to other positions after 20
years in this career.
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MNational Salary Data |_?'_| £0 50K 100K £150K
Salary $41,703 - $115,992 SR
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Country: United Stotes | Currency: USD | Updaoted: 28 Oct 2016 | Indinduals Reporting: 232

National Hourly Rate Data (/) $0 $25 £50 $75

Hourly Rate $16.00 - $52.15 A——

National Annualized Data(/) $0 550K 100K $150K






S1).Systems

Dear Marcelo,
| hope you had a great weekend! | am reaching out regarding a 1 year Bilingual IT Secunity Analyst contract starting September 13th,

This contract can be worked from either Montreal or Ottawa. Below is the job description for your reference, if you are interested please g respond o this email
with your resume attached.

Our valued client in the private sector is seeking an IntermediaterSenior Security Analyst for an initial 1 year confract in either Ottawa or Montreal, with a
possibility of extension. The security specialist must work within and hawe an appreciation for the chents security operating environmenis.

The specific focus of the position requires knowledge for the management of all operational applications, processes and technological capabilities required to
support the managed security deliverables within all secure operating centers. The incumbent is required o understand each of the managed customer
contracted requirements as it relates to operational performance and deliverables, the respective internal infrastructure and inter-networking relationships as well
as the required security operating practices as defined by the contracis.

Responsibilities Include:

Manage the daily customer requests for changes to their security infrastruciure. _

Prepare changes for security devites such as firewalls, intrusion detection and prevention systems, identity access management etc.

Participate in new customer integration projects and services and prepare implementations. _

Reviews and inferprets security alerts and provide diagnostics in the management of incidents to support clients. : :

Denmst ding on ﬂI::?ﬂ namEdre of the secunty threat, assess and develop mitigation measures to ensure thal appropriate treatment is applied, and ensure that

CUSIOMers are | !

. Tah'elprnagt_ﬁf measures 1o manage all penmeter security equipment or associated components which may be interrupted or affecled as a result of threats
O Vuinerabiliines.

« Configure, install, manage and maintain security devices and provide general information and recommendations on security best practices.

« Develop documentation associated with maintenance releases and keep them updated.

« Observe security management best practices.

Must Have Skills:

« Completion of University or College program in Computer Science; or 5 years of equivalent industry experience in the information systems field.
Demonsirated expenance deslﬂni , implementing, and troubleshooting secunity solutions including authentication, autherization, encryption and audit

capabilies as part of an overall system design.

Thorough knowledge of devices and network security infrastructure (handgs-on).

Practical -EJ':DE‘]EH'H:E recognized in the implementation, daily ma it and troubleshodting firewalls from multiple vendors.

Proven experience in the daily management and h'mblssmnll imtruzion detection and prevention systems (IPS)L

Experience in troubleshooting secunty solubions including aumanticahm capabilities, authorization, and encryption a5 well 35 securng devices atcess.

Experience franslating complex and ambiguous problems into actionable components. Ability o work on multiple chents and multiple technologies.

Ell_'eieable to wﬁu riJ}gﬁa pressure (required dunng :nu:lerus] Good communication skills, writing and presentations. Seif starter with excellent organization and

interpersonal s

« Excellent communication skilis in both English and French (written and spoken),

Mice to Have Skills:
» Hands-on security certifications from major wvendors
« Experience working with the following security management conscles of Checlkpaoint, Juniper, Cisco, Tufin, Foriinet, Mc Afee, Arcsight etc.
« EKnowledge of offensive and defensive security operational tactics.
» Understanding of NIST, IS0 27001, ITIL, SASTO (or 5970) andior other compliance frameworks.
s Enowledge of security information events management (SIEM).



Para refletir...

“Temos de identificar e deter as pessoas
por tras desses teclados de computador e
uma vez que identifica-las (...) devemos
elaborar uma resposta que seja eficiente
nao apenas contra o que ataque
especifico, mas para toda a atividade
ilegal semelhante.”

Robert Mueller, Diretor do FBI




*DFIR - http://dfir.com.br
*HTCIA Brazil - http://www.facebook.com/HTCIABrazil
*CERT.br - http://www.cert.br/docs/whitepapers/notificacoes

*SANS Institute Blogs -
http://www.sans.org/security-resources/blogs



http://dfir.com.br/
http://www.facebook.com/HTCIABrazil
http://www.cert.br/docs/whitepapers/notificacoes
http://www.sans.org/security-resources/blogs
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