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Intelligence

The U.S. Government Wants 6,000 New
"Cyberwarriors' by 2016

By Cune Lawrence April 15, 2014
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The Pentagon plans to triple its evbersecurity staff by 2016, U.S. Secretary of
Defense Chuck Hagel announced recently.

A few days later, FBI Supervisory Special Agent Charles Gilgen said at a conference
on cybercrime that his agency’'s cyber division plans to hire 1,000 agents and 1,000

analysts in the coming year.

Just those two agencies are looking for 6.000 people with cybersecurity skills in the
next two vears. That's a very tall order. A look at one way the government has tried

to build and recruit such talent—offering university scholarships—shows why.

STORY: Why Heartbleed, the Latest Cybersecurity Scare, Matters

http://www.businessweek.com/articles/2014-04-15/uncle-sam-wants-cyber-warriors-but-can-he-compete




Analise Forense Computacional

DEFINICAO

E a preservacgao, aquisigao, analise,
descoberta, documentacao e apresentacao de
evidéncia presente em meio digital




Analise Forense Computacional

N ALGUMAS AREAS:

- Forense de dispostivos (computadores, discos rigidos,
dispositivos moveis, midias removiveis, etc)

- Forense de redes (invasao de redes, abuso de redes, etc)

- Forense de software (analise de malware,
analise e auditoria de de codigos, etc)

- Forense live (equipamentos comprometidos, abuso de
sistemas, antiforensics, criptografia, etc)

) preparacao, identificaca




Government and military leaders have for years warned of increasingly pervasive and
nefarious cyber-attacks. The network intrusions, perpetrated by nation states, hacktivists
and thieves, are growing rapidly, experts have said.

To quell attacks, a premium has been put on so-called "cyberwarriors” — professionals
trained to root out and stop network intrusions at some of the nation’s largest institutions
and military and government agencies.

At U.S. Cyber Command, based at Ft. Meade, Md., officials said the importance of having a
properly trained workforce is essential to stopping attacks.

"There is nothing more vital to our mission of defending our nation’s networks than a trained
and ready cyberworkforce. Cyber has become an integral part of our interconnected world
and our warfighting capabilities,” Air Force Maj. Gen. lim Keffer, chief of staff for
USCYBERCOM, told National Defense in an email.

Programs that allow trainees to tinker with computers to fix vulnerabilities or stave off
attacks from simulated hackers are immensely useful, he said.

"One of the best tools we use at USCYBERCOM for training is our exercise network, not

"From industry conferences to on-the-job, learn-by-doing training exercises to researching,
analyzing and reverse engineering the cyber-attacks that have garnered worldwide
attention, our workforce has their fingers on the pulse of the latest cyber-attack technigues
and the innovative approaches for defending against them,” she said.

The company uses knowledge gained by its experts who have been "on the front lines of the
military and government network defense and exploitation,” she said.

Trainees study advanced persistent threats, malware analysis and network defense, to name
a few, Short said.

"We think it is important that our folks have a plethora of course work, training and
exercises readily available to continuously update and fine tune their skillset. The better
educated our people are, the better chance we have of mitigating advanced cyberthreats,”
said Short.

Industry is also working to keep their network security experts sharp.

At Lockheed Martin, employees practice their skills using simulated attack software, said Lee
Holcomb, deputy to the technical operations vice president at Lockheed Martin’s Information
Systems and Global Solutions branch.

The program, called Experiential Cyber Immmersion Training and Exercises, or EXCITE, uses a

centrally-managed environment to simulate a real attack scenario. Until a year ago, the
program was exclusively used to train employees internally. Now the company is looking

http://www.nationaldefensemagazine.org/archive/2013/December/Pages/Industry.MilitaryEmphasizeNeedfor%E2%80%98Cyberwarrior%E2%80%99TrainingasAttacksIncrease.aspx




Ciberataque atinge New York Times e Twitter

- Agence France-Presse
Publicacao: 28/08/2013 08:17 Atualizacao: 28/08/2013 08:39

O site do jornal Mew York Times e o Twitter foram alvo nesta terca-feira de ciberatagues, atribuidos
imediatamente a um grupo que apoia o presidente sirio, Bashar al-Assad.

"Mosso fornecedor de DWS experimentou um problema no qual os dados de DWS de varias organizagdes
foram modificados, incluindo um dos dominios do Twitter utilizados come servidor de imagens,
twimg.com”, revelou a rede social. "Nenhuma informacao dos usuarios foi afetada pelo incidente™ e o
problema durou menos de duas horas, informou o Twitter.

Entretanto, o problema continua até a manha desta quarta-feira com a pagina principal da rede social
totalmente desconfigurada, impossibilitando a leitura e a publicacdo das postagens, embora seja possivel
entrar e postar atraves de outras midias. A rede tambem funciona normalmente atraves do aplicativos de
celular.

0 jornal The Mew York Times informou que seu site foi tirado do ar por um ciberataque. A porta-voz do
jornal, Eileen Murphy, escreveu no Twitter que "a estimativa preliminar € que o problema esta
provavelmente ligado a um atague externo malicioso”. "Estamos trabalhando para resolver ista”. A conta
oficial do diario nova-iorguino no Twitter indicou que o site do jornal "enfrentava dificuldades técnicas”,
mas que as noticias eram publicadas atraveés do Twitter e de outras midias.

& acao foi reivindicada no Twitter pelo Exército Sirio Eletrinico (SEA): "Os veiculos cairam”. O SEA foi
responsabilizado no passado por atagues a grandes meios de comunicacdo, como o que ocorreu contra o
jornal The Washington Post, no més passado.

O ciberataque foi dirigido ao sistema de nomes de dominios (DN5), que age como diretdrio para o trafego
on-line aos enderecos das paginas.

Os hackers conseguem sequestrar o trafego da Web alterando a informagao na direcao dos ONS para
enviar os usuarios a outros sites.

0 Washington Post revelou em janeiro que um grupo de hackers havia roubado suas senhas corporativas e
acessado o5 computadores pessoais de 53 funcionarios depois de o diario ter publicado uma noticia sobre
a fortuna familiar do primeira-ministra chinés, Wen Jiabao.
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Israeli Defense Forces official Blog Hacked by Syrian
Electronic Army

Posted on June 30, 20148 by Wagas

Syrian Electronic Armvy has made a major

comeback by hacking and defacing the official
blog of Israel Defense Forces {(IDF) yvesterday.
The high profile hack was conducted on 28th
June, 2013 in which Syrian hackers, loyal to
President Bashar Al Assad took control of the
official IDF blog by uploading a deface page
along with a message. According to the

message:

The Israeli govt commits war crimmes on a daily basis, towards the Palestinians
and is the biggest violator of Human Rights. in addition to the Palestinian case the
message was also to warn Israel of the attacks which they carried owver Syrian

Military sites.




MsSA BIOS Backdoor aka. God Mode Malware
Part 1: DEITYBOUNCE

This article is the first part of a series on N5A BIOS backdoor internals. Before we begin, I'd like to point out why these
malwares are classified as “god mode.” First, most of the malware uses an internal (MSA) codename in the realms of
“gods,” such as DEITYBOURNCE, GODSURGE, etc. Second, these mabwares hawve capabilities similar to "god mode™ cheats
inwvideo games, which make the player using it close 1o being invincible. This is the case with this type of malware
because it is very harnd to detect and remove, even with the most sophisticated anti-malware tools, during its possible
deployment timeframe.

This part of the series focuses on the DEITYBOUNCE malware described in the MN5SA ANT Server document, leaked by
Edward Snowden_ The analysis presented i this article is based on technical implications of the information provided
by the document. The document lacks many technical specifics, but based on the BIOS technology at the day
DEITYBOUMNCE started to become operational, we can infer some technically sound hypotheses—or conclusions, it you
prefer =)

Introduction to DEITYBOURCE Malware

DEITYBOUMCE operates as part of the system shown in Figure 1. Figure 1 shows several pecutiar terms, such as ROC,
SHNEAKERMNET. etc. Some of thiese terms are internally used by NSA. ROC is an abbreviation for remote operation center.
ROC acts as M5SA's point of control of the target system; it's located outside NSA's headquarter. SNMEAKERMET is a
fabulous term Tor physical delivery of data, i.e., using humans to mowe data between computers by moving remowvable
media such as magnetic tape, floppy disks, compact discs, USE flash drives (thumb drives, USE stick}, or external hard
drives from one computer to another.

=)




Find Training Live Training Online Training Programs

SEC504: Hacker Techniques, Exploits &
Incident Handling

Contents | Additional Info SGCIH Cerdification Masters Program
Delivery Methods: Affiliate Pricing DoDD 8570
Live | Online 37 CPEs (AT Level 1D

P Lapiop Required Cyber Guardian

IT vour organization has an Internet connection or one or two
disgruntled employees (and whose doesn'tl), yvour computer systems
will get attacked. From the five, ten. or even one hundred daily
probes against your Iintemet infrastructure io the malicious insider
slowly creeping through your most vital information assets, attackers
are targeting vour systems with increasing viciousness and stealth.

By helping vou understand attackers' tactics and strategies in detail,

giving yvou hands-on experience in finding vulnerabilities and

discovering intrusions. and equipping you with a comprehensive

incident handling plan, the in-depth information in this course helps

vou turm the tables on computer attackers. This course addresses the latest cutting-edge insidious attack
vectors, the "oldie-but-goodie" attacks that are still so prevalent. and everything in between. Instead of merely
teaching a few hack attack tricks, this course includes a time-tested, step-by-step process for responding to
computer incidents: a detailed description of how attackers undermine systems so you can prepare. detect. and
respond to them; and a hands-on workshop for discovering holes before the bad guys do. Additionally, the
course explores the legal issues associated with responding to computer attacks, including employes monitoring,
wiorking with law enforcement, and handling evidence.

This challenging course is particularky well-suited to individuals who lead or are a part of an incident handling

team. Furthermore, general security practitioners, system administrators, and security architects will benefit by
understanding how to design, build, and operate their systems to prevent, detect. and respond to attacks.

More -

Motice: It is imperative that you get written permission from the proper authority in your
organization before using these tools and technigues on your company's system and also that you
advise your network and computer operations teams of your testing.




Find Training Live Training Online Training Programs

FOR508: Advanced Computer Forensic
Analysis and Incident Response

Contents | Additional Info SCEA Certification Masters Program
Delivery Methods: Affiliate Pricing Cyber Guardian
Live | Online 36 CPEs

O Lapiop Reqguired

NEW FORS508! -This course focuses on
providing incident responders with the
necessany skills to hunt down and counter a
wide range of threats within enterprise
networks, including economic espionage.
hactivism, and financial crime syndicates.
The completely updated FORS08 addresses
today's incidents by providing real-life,
hands-on response tactics. Don't miss the
NEW FORS081

Adwar S C had Tilbury

Ouverview

DAY O A 3-etter govermment agency corntacts you fo say that critical information was stofen by a targeted aftack
on your orgamniZzation. Don't ask hrow they know, but they tell you that there are several breached sysfems within
your enterprise. You are compromised by an Advanced Persisftent Threat, aka an APT - the most sophisticated
threat you are likely fo face in yvour efforts to defend your systems and dafa.

Ower 90% of all breach wvictims learn of a compromise from third party notification, not from internal security
teams. In Most cases, adversaries have been rummaging through your network undetected Tor months or even
years. Gather your team - it's time to go hunting.

FORS0S: Advanced Computer Forensic Analysis and Incident Response will help yvou deternmine:

1. How did the breach occur?

2. What systems were compromised?

3. What did they take? What did they change?
4. How do we remediate the incident?




The field of digital forensics is not for the faint-hearted, especially

involves intelligence-gathering for the military. Michael Kassner ta

to Melia Kelley about the path that took her to Irag.

Recently, | ran across the following job post.

Wanted:

"Computer Forensic Examiner/MEDEX - Afghanistan”
Requirements:

« % Travel: 100

* Clearance: Must currently possess a minimum Final Secret in JPAS, DIA Access
preferred.

+ Must be able to pass a Sl and POLY.

The posting goes on to list 17 skills -- specific to digital forensics -- in which potential
candidates must be proficient.
Been there. Done that.

Did you know jobs like that existed? | didn't. | had to find out mare. My
search took me to the blog: Girl, Unallocated.

That's where | found the real deal, Melia Kelley — aka Gird. Unallocated.
She met all gualifications. In fact, she's already been there and done that.
The only difference; there was Irag, not Afghanistan.

Made a promise

| better step back for a second. | had mentioned in a previous article that | know just enc
about digital forensics to be dangerous. Some students called me out on it, particularly «

young lady -- something about me being a guy and knowing very little.

I'm about fo fix that.

in PREMIUM

E Job description

Computer Forensic Examiner/ MEDEX - Afghanistan Full Time Regular posted 9/23/2011

Job Category: MIS - Info Tech / Telecommunications
Req ID: 210074

Able to obtain security clearance? Nons
Currently possess security clearance? Secret
Location: McLean, VA

% Travel: 100

Relocation: No

Requirements: The MIBU currently has an opening for a Computer Forensic Examiner/ MEDEX.

CLEARANCE: Must currently possess a minimum Final Secret in JPAS, DIA Access preferred. Must be
able to pass a Sl and POLY.

RESPONSIBILITIES:

1. Receiving, categonzing, documenting, and tracking digital and analog storage mediums to include
maintaining and ensuring a chain of custody for all items received.

2. Ensure media capture data is accounted for and provided to the examiner and linguists assigned to the
case; prioritize work with MEDEX Linguists to rapidly exploit media.

3. Produce forensically sound duplicates of original media for examination/exploitation.

4. Acquire and exploit digital images using forensic tools to examine file structure, conduct text searches,
examine deleted files and extract information; develop, copy and/or digitize audio and video mediums,
such as cassette and video tapes and 35mm film for examination/sxploitation.

5. Create thorough and complete MEDEX reports that follow given standards; review reports and
manage quality control on outgoing products; write scripts to refine workflow and exploitation automation;
update databases to be used in cross-case comparisons and link analysis; upload reports and files to the
HARMONY database; transfer images, reports and files to various hardware or applications for shipment;
provide technical support to various team members.

MANDATORY REQUIREMNTS:
EDUCATION: A HS diploma or any combination of education and experience is required.
EXPERIENCE: A minimum of 2 years of general work experience is required.

SUBSTITUTION/EQUIVALENCY:

1. AAAS = Two (2) years general experience.

2. BAIBS = Six (8) years general experience.

3. MSIMA = Ten (10) years general experience.

4. Ph.D. = Thirteen (13) years general experience.

LANGUAGE TEST:

Must provide proof of achieving a minimum ILR writing test score of 4 in English.

Must pass English language test that are dated no earlier than six months prior to submission for
consideration, regardless of previous work experience.

http://www.techrepublic.com/blog/it-security/breaking-into-the-digital-forensics-field-melia-kelleys-path/
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Strategies to Mitigate Targeted Cyber Intrusions
Originally published 18 February 2010, updated for February 2014
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10 {7) |Metwork segmentation and segregation Inio securty zones o profect sersiiive Information and crifcal services sUCh as user aulhentcation by the Microsolt Acive Directony senvice. Excailent Low High Yes Tes Possinie
1 (6] |Muitifactor authentication espedially iImpiemented for remote acoess, or when the user |5 about to perfam a priviieged action of acoess 3 sensliive Ifommation reposiony. Excalisnt High Poss e
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13 {3} |Softwars-based application Airewsall, blocking outgoing network traffic that Is not generated by & whitsbsted application, and denying network Tac by default Excafiont Yeg Yes
14 (10} |Mon-persiatent wiruallsed sandboxed trusted opsrating environment, nosted autskie of Tie organisabion's Ftemal network, Tor fsky acTuites such 25 web browsing. Excallent High High Sossiie Yes
15 (12} |Ceniraised and time-synchroniesd logging of succesaful and falled computer events, with swomated Immed ae iog andyss, shving logs for 3t laast 15 months. Excadiont Low High High a5 Poss bl
18 {13) |Ceniralised and time-aynchroniesd logging of allowsd and blocksd network aclivity, with automated Immediate iog analysis, storing logs for & lzast 18 months. Excellant Low High High a5 ] Pos
17 (14) |Emall content Niisring, alowing onfy whitelsted business reaiad attachment types. Preferably analyselconvatisanitise hyperinks, POF and Microsoft 0ffice attachments. Excediant High High a5 s
18 {15} |Web content Ritering of Incoming and ouigoing brafMc, whitasting allowad types of wab content and using benavioural analysis, ciowd-based reputation ratings, heuristics and signatures. Excallant Yes
18 {18) |Wabdomaln whitslizting for all domalne, since this sporoach ks mone proactive and Torough than blacklisng a tny percentage of malicous domans. Excallant High Hgh fes
20 (19) |Biock spoofad smalls using Sendar ID or Sender Poicy Framewark (SPF) to chack Incoening emalis, and & har f3l" SPF record to help prevent spoofing of your organisation's domain. Excalflant Low Low Low bhe Yes
Fa| {22 |Worketation and ssrver configuration manasgement based on 3 hamsned Standard Operatng Emdronment, dsabing unnesded'undesired functionallty 2. [P, aufonun and Lanban. Low Yes hi=3 Passibie
22 (25) |antivines softesns using heuratics and automated Intsmst-bessd reputation rafings to check 3 programs prevalence and s digital signatre’s mstworthiness prion 1o execufion. Low Low Low Tes
23 (24) |Deny direct Intsmnet accass from workstalions by using an IPvE-capanie irewal] to Toros trafMe through a spit DNS sanver, an amall sanves, of an authenticated web proxy server Low Low Low Yes Pussinia ¥ag
24 (23] |Server appilcation configuration hardaning .0 databases, wen appications, customer relationship management, financse, human reEoumes and other daa Sorage syssms. Low Hgh
25  (27) |Enforce a strong pasaphirase policy COVEnng compiexlty, lengi, expiry, aNd JWoidng Dot passphrass reusa ard the use of  singie dicionary word. Low e
26 (23) |Removabie and portabie media confrod 35 Dar of 3 Data Loss Prevention sTategy, NCIEng si0rage, hanaing, whinsisting alowed USE devices, encryplion and destruction Hagn Poss Dis a5
27 (28] |Restrict access to Sarver MossaQe BIocK [SMBS) and NetSIOS SErvices MNMINg on WOMEIATonS and O S2Mvers Whers DOSS e, Low Low a5
28 (20) |User educafion e.g. Imemet threats and spear phishing socially engnesned emalls. Avoid: weak passphrases, passphiase reuss, exposing emall addresses, unapproved USHE devces. High
7 (26) |Workstation Inspection of Microsolt CMce Mea fr potentally malldous abroemalies .9 using the Microsoft Ofce Flie Valkiation or Frotecied View fealure. Low Low Low
3 (25 |Signature-based antivirus sofwears hal prmanly relles on up o date signatures to lensly matsare. Lise gabeway and ceskiog antivins software from dfferen vendors., : Low Low
3 [30) |TLS sncryplion betwesn emall asrvers to help prevent legiimanz emals being Intercented and used for 500 engnesring. Pesform coment scanning after emall Tafic |s decrypted. Low Low Low
32 (32) |Bilock attempls to access websltes by thelr IP address Insiead of by thelr domaln name, .. Impiemented wsing a web prooy server, 10 foroe cyber adversanies to obtaln a domain name. AVErage Low Low Low Yes YeE
33 [33) |Metwork-bassd Inbrusion DefectonPrevention System using sgnatures and heurtsics 1o identify anomalous raMc both Intemaly and crossing network perfmeter boundanss. Average Low Hagh High
34 (34) |catewsy blackisting o block acesss to known malicious domains and 1P addresses, Including dynamic and other domains providad fr2e b anorymos Iriemet users. Average Low Low “gh
35  (35) |Capture nefwork traffic tofrom intemal erffcal asset workstatkns and senvers 35 well a5 M travarsing the nebwork permeter, to parorm postrinsion analysis, AvBrage Low High Low

http://www.asd.gov.au/publications/Mitigation_Strategies 2014.pdf
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( 1. ADMINISTRATIVE STUFF

ré& Review Policies and Laws

Qe Chain of Custody form

® Digital Evidence Callection Form
% Consent form {if needed)

-\f Evidence Tracked and Stored

2. WORK PLAN (docs)

E Review Policies and Laws (if needed)

a Gain understanding of:
-Background
-if appllcahle, previous work
- Requirements/Gozl of analysis
—Dﬁwmwle i i

& Create Analysis Work Plan
& Create Investigative Plan

[ 3. SETUP CASE FOLDER (example) ]

D IS I IS I

- 5. BEFORE YOU GET STARTED..

—

PRE-PROCESSING ANALYTICS | [ MOUNTING / VIRTUALEMULATE | [

EXPORT )

Conduct hash an al'!,lsis, indentify "known®

Check sical size of drive and
phy and/or "notable” files.

compare to physical label accounting
for all drive space (Check for DCAS
HPA).

 Mount - Makware/Virus Scan (Den't forget
about MEBR)

Conduct file signature analysis, review J

renamed files, Mount - Stego Scan

. ldentify & compare logical partition
sizel(s) to physical drive size to
identify any deleted partitions or
unused disk space

Virtually Emulate = conduct behavior and
live analysis

Identify encrypted files (entropy)

W
Mount ALL compound files (WHD, VMWDK,
ZIP RAR, Email containers, Reg Files, etc [
o

KEYWORD SEARCHING

Retrieve time zone settings for each
disk and apply correct time zone, if
applicable

Index Case (DT Search, WDS, Encase, AD.) Create keyword list & QC syntax
formatting/code page usage {may be
Generate metadata (and extended] listings/ iterative process)

J Rename hard disk volumes as Teparks

necessary to “Recovery”, “C”, etc.
( GATHER SYSTEM INFORMATION |

Perform targeted or full disk search
including unallocated and slack areas.

RP / VSC }

Create hit report//stats
FILTERING

Determine 05, service pack, 05 install
"f date, application list, owner, machine
name, and other basic information.

g
Identify if services turned onfused J

Extract or make available accordingly
for analysis

R AL S A e W

Fitter data based on meta data and
J exteneded meta data such as Date and

s Retrieve user profile information
Time values, File Extension, and etc.

(names, 5105, create and last logon
dates)

Export files from case for independent
analysis with specialty tools. For example:

Blemory
Blemonize
Redline
velatility {SIFT)
Passwords

AD PRTE
Passwane

&gcratk

Ibags
Shelibags.py [SIFT)
Internet History
WebHistorian

LNK Files

Treworks

Lslnk {SIFT)

Event Logs [.evt &
sewid)

Trworks
GrokEVT

MFT
AnalyzeMFT
mrfswalk (SIFT)

30
INDXParse py (SIFT}
SIFT Workstation is a
Ereat resource for
tond of tools!

Email

MU

Clearwell

Recover My Email
Bulk extractor [SIFT)
Image Mounting
FTK Imager

IrriDisk

Livia Wiew
O5FMount

Virtual Box

Stego

Oulgeess

Hashing

MdSdeap [SIFT)
ShaZ5edeep [SIFT)
Hashdeep {SIFT}

Registry
Reg Ripper [SIFT)
Registry Decoder
AD Registey Viewer
Reglookup [SIFT)
¥ARL (SIFT)
Windows Journal
Parser

Teworks

{j EV1 (Evidence Files)

W) WE (Working Copy of Files)
(y Case # - Project Name
Ly Custodian Name
£ Media Type - EV #

{3 CaseFile
T3 Index
% Reg Files
Internet Hist
Case Processor
Logs
€1 Media Type - EV#
Media Type - EV &

|_"Organize output neatly!

4, COMF[RM IMAGE INTEGRITY

Compare Acquisition amd \.l'enhcatmn
o
Hash values {MD5, SHA)

& Sawe Verification Reports

GENERAL FORENSIC ANALYSIS 'H’
CHECKLIST V.1.1 -v-f

THE PURPOSE OF THIS REFERENCE GUIDE 15 TO
PROVIDE AN OVERVIEW AND OUTLINE OF
COMMON PROCESSES, SOFTWARE, AND BEST
PRACTICES FOLLOWED BY PROFESSIONALS
CONDUCTING COMPUTER FORENSIC ANALYSIS
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6. EQUATION FOR SUCCESSFUL ANALYSIS: (TIMELINES + MANUAL ANALYSIS) x (PASSION + TIME + RESEARCH + RESOURCES) = “WINNING"

[ GENERAL AREAS EREGISTR? ANALYSIS (Win anhrl] (— SYSTEM ARTIFACTS MEMORY RESIDUE

¥ E

|r Anatyre general folder locations for |
artifacts or data of interest. For
example:
=Desktop
#lser fodders
»Documents
=Desktop
>Network Shortouts
>Recently Opened File folders

“The System registry hives [NTUSER.DAT,
| SYSTEM, SOFTWARE, SECURRITY, SAM_)

contain a vast of amount of information
| that can be imperative to your anabysis,

For Example:

-85 Version [SOFTWARE]

-Lazt logged on user (SAM)

-Last Failed Logon [SAM)

-Username & SI0 (SARM]

There are many system related artificacts
Hmm:rmvmlnpnlnrball'(r:lmrt I gather volatile i
nformaticn incheding: |
E:v:kupe. [RP, WSC, cthers)
J “Event Logs {.evt, evix) | -Open netwark
| -dump Lists
Misc. Logs ifirewall, A%, Apps, etc) |
-Remcmdle pMedia Conrections |

if applicable, perform memory miﬁhtn
nformaticn inclhudin

=Handies; files, directories, umﬂe;an;., rngstr'.-
keys, Semaphores, events and sections

parts
-Hoodes: Drieer IRP, 5507 and IDT driver tree

( E-MAIL/IM/SOCIAL ARTIFACTS )

INTERMNET

Mﬁrhﬂtﬂhdhnm and perform
anatysis on artifact such as:

sqlite, #tc)

-Parse cookies

LMK files

-Shutdown (SYSTEM)

-TimeZone {SYSTEM)

-Dwives Mounted by User {NTUSER.DAT]
-File Ext Aszociations [MTUSER.DAT)
-instafied application list (SOFTWARE)
-Search History {SOFTWARE)
-Rernovable Storage Devices [SYSTEM)

I
I
| -Sheldl bags [Registry]
I
I

>Browser Temp Folders
=System Folders Imalware)

I

I

| >System Ternp folders
I =-!n|.k|:|rur|

stones or application residue/settings:
Client based (file examples):
Windows - 05T, PST,

TIE IT ALL TOGETHER USING * Identify softwar: {Le Wiping tooks, P28, | B SR

TIMELINE ANALYSIS —
FLIP SIDE!

b 5 Using Registry analysis tools, such as Heg

Sticky Motes, hacker tools, etc) and
prl:l' can :llcl'ruurlnihm I aszociated fibes

perform
J lmahﬁnm {binary-malware
mlhﬂhﬁ.lﬂp scuirp rqb.'lnlind:tn J

( 7. |NTEnPnEIn110anEme OF ARTIFACTS (examples) .. )
P ) iﬂf& /mmm>2mw >
:kn""'h"'r\ >“:Mhub~.-m " WS Office m/ s LNIC Files //hrdu.iht nw,,rj;/  Jumplists /\-ths\:-\)mmm>
a /;/mﬁ:a_f i) W et R )

MRU

‘\ 5 -

,3 A e b:;";"?f‘wm-m e
>"“"'“D‘>‘.~1Jmm;} s Z;u‘::x"l :mrm

>MIJI >2mp Li:l/:/} Event L.n.p >
‘m\\ mus\w Metwork

Have more?
Let me know!

L p s Image
sip 7 Mistary I"“"““"ﬁ/'rm /"//m(

DD ™ ) ae
(g“m\ t\\ Search l? ‘_:m \\Scnim >\M & Sup|:r>/ Slwsh:?‘ . Miemary Fragments o"?\]\ ALY

_,-_"Tﬂms / Restore / h'hnﬂzkuu*q Sl 'I-'r-ul:tlms

Identify email dients or web acoess on system
and perform anabysis on associated data

MEG, Temp folder for
Chutlaok attachmesnts, Lotus Motes - NEF, Mac -

‘Wb based [DWA, Facebook, Twitter, etc.j:
-Lags -internet History reconstructon -Cache

B
L

-Cached pages
=Foem Histongfluwto complete fEes

-Parse internet history files (indexdar,

-Check temp folders

-Faworites bookmarks

~Toolbars
| “WehShices

-Browser plug ins
-Registry anabysis
-Carve unallocated for deleted history

artifacts

-.BUCKETING ANALYSIS “TO
S| DO ITEMS LIKE THIS CAN HELP.

J Document findings comprehensively

' Fact based Interpretation

' Remember who the audience is

./ Remember requirementsfexpectations




DFIR essencial para Cyber Warriors

Saber o esta acontecendo, como atenuar os problemas e,
mais importante, quem poderia estar fazendo alguma
coisa

Alcancar atribuicao, o que € essencial para a coercao
Auxiliar na possivel cessacao das hostilidades

Possuir uma clara visao do escopo e da escala, auxiliando
na definicao da resposta

Eliminar alguns aspectos de FUD do quadro tatico e dar
contexto para os tomadores de decisao operacional e
estrategico




Para concluir

Vocé somente sera um
Cyber Warrior

gquando dominar muito bem
Forense Digital e
Resposta a Incidentes (DFIR)

http://dfir.com.br
marcelobc@mpf.mp.br
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