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De: :z: MPF == <intimaonline@par.mpf.gov.br>
Data: 29 de rgo de 2011 12:14
Assunto: Wgffhistério Publico Federal - Intimagao ao comparecimento

Ministério Publico Federal
Procuradoria Geral da Republica

Procuradoria Regional da Justica da 122 Regiao.

Coordenacao de Defesa dos Interesses Difusos e Coletivos - CODIN
PROCEDIMENTO INVESTIGATORIO N.© 324/2011

Assunto: IN'I'IMA(;AO PARA COMPARECIMENTO EM AUDIENCIA

intimagao.

O MINISTERIO PUBLICO DA JUSTICA, no desempenho de suas atribuicdes
institucionais, com fundamento nos artigos 127 e 129, inciso VI da Constituig3o
Federal e artigo 89, inciso VII, da Lei Complementar n.© 75, de 20 de maio de
1993, INTIMA Vossa Senhoria a comparecer nessa Procuradoria Regional do
Trabalho, no dia 08 de Abril de 2011, as 10:30 horas, a fim de participar de
audiéncia administrativa, relativa ao procedimento investigatorio em epigrafe,
em tramitac3o nesta Regional, conforme despacho em anexo. Caso tenha
alguma duvida quanto 3 autenticidade deste email, favor comparecer 3 comarca
mais proxima de seu endereco para maiores esclarecimentos.

h20min - Dia 08 de Abril de 2011

E ANEXO DESPACHO H ANEXO INTIMACAO B VERSAO IMPRESSA
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Caso Target

Target is overhauling its information security practices, Gregg Steinhafel, the
company's chairman, president and CEQ, said in a statement. Target is
searching for an interim CIO to help guide the company "through this
transformation,” he said.

In addition, Target is elevating its CISO role and hiring for that position and for
a chief compliance offer, he added. The company has hired Promantory
Financial Group "to help us evaluate our technology, structure, processes and
talent as a part of this transfarmation,” he said.

Target CIO Beth Jacob resigns in breach
aftermath

Jain thousands of others, and sign up for Naked Security’'s newsletter

| _ Do it! )

Lon't show me this again

by Lisa Vaas on March 6, 2014 | 24 Commmeants
FILED UNDER: Data loss, Faature o

Following its recent epic breach, Target has
announcead that it's putting its technology
through the wringer

Its CIO, Beth Jacob, has already gone
down the drain

The beleaguered LS retaller announced on
Wednesday that it's going to overhaul its
nformation security practices

Al the same time, Target announced that
Jacob has resigned - the first high-level
exacutive to lsave following a breach over
the Christmas holiday shopping season

I'hat breach led to the theft of some 40 millhon credit and debit card
records, along with another 70 milhon customer records

That's & taotal of at least 70 milhon recards, given that some of the two data
sets may be duplicates Naked Security took no pleasure 1n doing it, but
aiven the likely size of the breach, we ushered Target into the "100 million
plus" club, along with Adobe and Sony

Target told Raeutars in an emalil on Waeadnesday that it plans to replace
Jacob with an external hire

ary, Target admitted that there was malware on its point-of-sale
(Pas) ree s - what Naked Security's Paul Ducklin has assumed is a
specialzed b gl. designed to hook together Target's PosS registers into a
natwork of data-st Trojans undear criminal control

Jacob had her hands or 3 reins during a time when, it turns out, a
thorough security review had been advisad by at least one analyst just
months before the breach, prior to Target's planned upgrade of its payment
system

We don't know if the review aclually happened, or whether it was lost in the
cacophony of warnings security teams and government agencies
constantly put forth

But the buck, apparaently, stopped at Jacob's desk

8/3/2014 @4
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Hackers Breach 53 Universities and Dump Thousands of Personal Records Online RIARSTAUAL AT

By NCOLE PERLAOTH

mer et i isnisd HATVArd, Stanford, Cornell, Princeton, Johns Hopkins,

The group of hackers, calling themselves Team e e s o = 1 A Sitn et At RO . bt A Al S S5 et . 2Pt e iy 3 171 s reian e e e THITIDEES Of StU3entS, facufty and staff, to

the Web site Pastebimcom: Innmstcasestbedatawm&eadvpubhch as‘aﬂahle but in some instances the records inclnded additional sensitive information such as students’ dates of birth and payroll information for university employees.

Typically, hackers seek such information because it can be used to steal identities, crack bank accounts or can be sold on the black market. Universities make ripe targets because they store vast numbers of personal records. often in decentralized servers. The records
can be a gold mine because students often have pristine credit reputations and do not momnitor their account activity and credit scores as vigilantly as adults.

Dozens of universities have been plagued by breaches recently. Last August akine, the University of Rhode Island warned that students and faculty that their information may have been exposed. And at the University of Arizona, a student discovered 2 breach after a
Google search exposed her personal information - and that of thousands of others at the university. Smaller computer breaches at Queens College and Marquetie University were also reparted.

In this case, the hackers said thev were not motivated by profit but to "raise awareness towards the changes made in today’s education” In 2 message accompenyig the stalen data, they bemoaned changing education laws in Europe and spikes in tuition fees in the
United States, But ther ako noted that in many cases, the servers they breached had aiready been compromised.

"When we got there, we found that a ot of them have mafware iniected,” the hackers wrote on Pastebin.

To breach servers, the hackers used a technigue known as an SQL imjection, in which thev exploit a software vulnerabifity and enter commands that cause a databese to dump &s contents. In the case of some umiversities, the hackers breached mudtiple servers. In
several cases, hackers breached student and alumni blogs-- which contained things e usemames and passivords--not the wmiversity servers themselves. At Princeton. for mstance, hackers breached a Wordpress blog for Princeton lums based in the United Kingdom
which oomtained several usernames and encoded passwords.

IdentifvFinder, a firm that works to prevent identify theft from security breaches. analyzad the published data and s it appeared to be legitimate. The company anaivzed the data and found 36,623 umique &-mad addresses and ters of thousands of student, faculty
and staff names as well as thousands more usernames and passiwords, some enerypted but many stored in plain text.

Agron Tius. 2 spokesman for IdentityFinder, sad that = analyzing the hackers' attack methods, there was evidence that in meny cases they had been mside the universities' systems for "at least four months”
Lisa Ann Lapin. 2 spokeswoman for Stanford Uriversity, said that the university discovered the breach Tuesday evening. She confirmed that two departmental Web sites belonging to the university had been aceessed. but said the servers "have been secured.”
"Our information security officers consider the breaches to be minor in nature,” Ms. Lapin said. "No restricted or prohibited data was compromised, por was any sersitive or other personal information that could lead to identity theft.”

At colleges arvoss the country, some students set up sites that allowed stodents and faculty to seazch the leaked data for their mformation. For instance, at the University of Pennsylvania Matt Parmett. 2 junior. created a Web site that made & possible for classmates
to search the leaked data by name.

Copyignt 2012 Tre e Yo Times Corpany I ey Policy | NfTimes oo 623 Sign Asenus New os WY 1193

o http://bits.blogs.nytimes.com/2012/10/03/hackers-breach-53-universities-dump-thousands-of-personal-records-online/ 8/3/2014 ®5



Acusado de invadir site da Secretaria da
Fazenda de SP diz que o fez por "curiosidade”

Redag&o Portal IMPREN SA 18102012 1515

EilRecomendar - 0 | WF Tweet <5 m ﬁ

Ma Ultima guarta-feira (17). o jovem detido em Santa Cruz do Rio Pardo (SP) suspeito de participar
ativamente do atague ao site da Secretaria Estadual da Fazenda, em fevereiro deste ano. disse a
policia que acessou a pagina por "curiosidade”, informou o G1.

Leia também

-Gra-Bretanha nega extradicdo de hacker autista para os Estados Unidos
-Anonymous invade sites de tribunais regionais eleitorais e partidos politicos no Brasil
-Hackers atacam site da Campus Party para protestar contra precos elevados

Ma invasdo, organizada pelo grupo Anonymous, mais de 800 mil usuarios do site fora ados com
a interrupcdo dos servicos. “Esse rapaz entrou provavelmente nessa onda derrubando o site da
Secretaria da Fazenda e causando um prejuizo enorme. Mas ndo foi so a secretaria. Outros sites
importantissimos de estrutura governamental foram derrubados por estes 'andnimos™. informa o
delegado de crimes eletrdnicos da capital, Hélio Bressan.

Segundo o delegado. aces desse tipo ndo podem ser encaradas como brincadeira. "Isso ndo & uma
brincadeira. E uma coisa extremamente seria. Quando falamos da Secretaria da Fazenda do estado
tem o controle do pagamento de IPVA, impostos, uma série de coisas. E um dinheiro que vai
movimentar toda a estrutura do governo de estado de S&o Paulo. Isso ndo pode ser uma brincadeira.
De repente vocé trava um pagamento de hospital. creche”, disse.

Em depoimento, o jovem contou que acessou o site unicamente por curiosidade e negou fazer parte
do grupo hacker. “Jamais estava esperando um negodcio deste. Eu figuei assustado guando me
falaram que era por causa deste envolvimento. Eu fiquei espantando porque jamais tive ligacdo com
iss0. Apenas por nivel de curiosidade”, afirmou o rapaz.

http://portalimprensa.uol.com.br/noticias/brasil/54337/acusado+de+invadir+site+datsecretariatda+tfazenda+de+sp+diz+que+o+fez+por+curiosidade 8/3/2014 o 6



Figure 2: The causes and consequences of cybercrime committed by insiders*

Loss of confiden- Loss of current
Most adverse tial/proprietary _ Reputational Critical system or future Loss of
consequences data 11% harm 11% I disruption 8% J revenue7% g customers 6%

m Copy data

';b Mechanisms Soclal Remote access to mobile
used engineering 21% | Laptops 15% 17% E-mail 17% device 16%

‘. Violation of IT Misuse of Disruptive Formal repri- Poor

Characteristics security policies | organization’s workplace mands/disciplin-  performance
displayed 27% resources 15% I behavior 10% I aryaction 8% |y reviews 7%

Reasons for Non-financial
b committing Financial personal
cybercrime gain 16% I Curlosity 12% I Revenge 10% | benefit 7% [ Excitement 6%

* Acurrent or former employee, service provider, authorized user of internal systems, or contractor

Fonte 2014 US State of Cybercrime Survey
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ADOBE READER $5,000 - $30,000
MAC O5X $20,000 - $50,000
ANDROID $30,000 - $60,000
FLASH OR JAVA BROWSER PLUG_INS $40,000 - $100,000
MICROSOFT WORD $50,000 - $100,000
WINDOWS $60,000 - $120,000

FIREFOX OR SAFARI

$60,000 - $150,000

CHROME OR INTERNET EXPLORER

$80,000 - $200,000

ISO

$100,000 - $250,000

Black Market Value of Various Zero -Day Exploits (Forbes)

8/3/2014 @8




Pixacao de sitio Zumbi para emails indesejados (Spam)

Sitio para baixar programa malicioso Zumbi para extorcao de negacao de servigo distribuida (DDoS|
Senvidor para pirataria | Servidor de Intemet Afividades com robd (Bof) |  Zumbi para fraudes de clicagem
\ ¢
Servidor de pedofila | \ \,4 Anonimato com proxy
Sitio de emails indesejados | \Zumbi para solucionar CAPTCHA
Emails indesejados de servidores de Webmail Leiles falsos - MercadoLivre/eBay
Golpes de blogueios no estrangeiro * Credenciais de jogos oniine
Obtencdo de contatos ce email | Ataques de emal Credenciais e contas | Cradenciais de sfios de ransferéncia de arguivos
Obtencao de conas associadas ,f \ ) l \:_ Credenciais de Voz sobre IP / Skype
, — | . Computador Comprometido . T , ‘
Acesso a emails corporativos Cerificados de criptografia de lado cliente
Personagens de jogos oniine Dados de contas bancanias
Dinheiro e/ou bens de jogos online oA o , Dados de cartéo de crédito
. _ . Bens virtuais  Credenciais financeiras |
Licengas de jogos de computador | Y Contas de bolsas de valores
Chaves de licenca de Sistemas Operacionais | \Fundos de investimento / previdéncia privade
Facebook Anivirus falso
Twitter , ) | Programa sequestrador (ransonware)
, \ Ataques de reféns . :
Linkedin | Sequestro de conta de email
Google+ . Extorsgo de imagens de webcam

http://krebsonsecurity.com/2012/10/the-scrap-value-of-a-hacked-pc-revisited/ 8/3/2014 ©9



Formacao Pericial

A Formacio
Académica e profissional (10.000 horas)
' Legado de poucos profissionais

Profes

| Importéncia da experiéncia
i Area de elevados niveis de conﬁdenmahdade

'~ Conhecimentos multidisciplinares
ATI, Juridico, RH, Investigacio, etc

I Elevados investimentos
I CertificacOes: devem ser um caminho e nao um fim
I Norma Complementar n° 17/IN01/DSIC/GSIPR

i
I Certified

I Solida base em ciéncia da computacao 'w’ Securty
[

|

|

[ 8/3/2014 ®10



Questoes Juridicas

CONSTITUICAO DA REPUBLICA FEDERATIVA DO BRASIL DE

TiTuLO Il
Dos Direitos e Garantias Fundamentais
CAPITULO |
DOS DIREITOS E DEVERES INDIVIDUAIS E
COLETIVOS

Art. 5° Todos sdo iguais perante E wOl D wmpod A

LVI - sdoinadmissiveis , no processo, as
provas obtidas por meios ilicitos ;

[ 8/3/2014 @11



Questoes Juridicas
A Legislaczo (Brasil) N a.
A Constituicéo l‘

A CPC

A Artigos 145, 146 e 147
A Artigo 420 e seguintes

A Cbdigo de Defesa do Consumidor
A Lei Geral das Telecomunicagées

A Decretos, Portarias, INs, etc
m6 A wi dditiptanaktorgov.br/legislacaodsic

8/3/2014 ®12



Oportunidades e desafios

A Por que uma empresa precisa de pericia
forense corporativa?
I Crime organizado transnacional
I Funcionarios insatisfeitos
| Falta conscientizac&o de usuarios
I Forcas policiais com diversas limitacoes
I Anarquistas digitais
I Ferramentas hackeramplamente disponiveis
| Operacao Aurora, Stuxnet

8/3/2014 ®13



Oportunidades e desafios

A Efeito CSI

ARestri¢des orcamentarias: hardware,
software, treinamento, certificacoes,
pessoal

A Falta de pessoal especilizado, de uma
equipe formal de resposta a incidentes e
de estratéegias

A Novas midias
A Backlogs




Oportunidades e desafios

A Manuseio das evidéncias =>
Cadeila de Custodia

A Utilizacido de criptografia e anti-forense
AMOM
A Questdes legais

A APTs, Cloud computingransonwaresink
hole consumerizacao, big data extorsao
DDoS, Deep Welscript kiddiesporn
revengehacktivismo, cybersquattingetc.

8/3/2014 @15



Oportunidades e desafios

A Profissionais brasileiros de Tl ddo um
2Nl PUDOIT O2 wl Owg@UEUI v
A A teoria do pato
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Cybersecurity
= = Skills Crisis

F e
o,

Yoo Few
Professlonals

- N i

»»
In5 W |US. 3

INCREASE | ORGANIZATIONS TRILLION
IN BREACHES | HAVE EXPERIENCED | TOTAL GLOBAL
IN 2013 AN APT ATTACK' IMPACT OF

CYBERCRIME"

8montHs | 2:0

IS THE AVERAGE TIME BILLION &

AN ADVANCED THREAT EXPOSED RECORDS AS MlLUON
GOES UNNOTICED ON A RESULT OF A DATA BREACH
VICTIM'S NETWORK? IN THE PAST 5 YEARS®

OF ENTERPRISES CURRENTLY
UNFILLED SECURITY LACK THE RIGHT SKILLS AND
JOBS WORLDWIDE® HUMAN RESOURCES TO PROTECT
THEIR IT ASSETS™

At the same time, the giobal demand for skilled professionals sharply outpaces

Ente rp rises are un d ers Iege frO m supply. Unless this gap Is closed, organizations will continue 1o face major risk.
- - Comprehensive educational and networking resources are required to meet the
a rising volume of cyberattacks. i ccu o cverone fom entrysevel practitioners to seasoned professionais.

vt 10. Cybersecivity Skilts Maves and Hasve Nots, ESG, March 2014



Links uteis
MFIR (Digital Forensics and Incident Response)
http://dfir.com.br

AdTCIA Brasilia -
http://www.facebook.com/HTCIABrasilia

ASchneier on Security -
https://www.schneier.com/

Arebs on Security -
http://krebsonsecurity.com/

ASANS Institute Blogs -
http://www.sans.org/security  -resources/blogs

° 8/3/2014 ®18



Para concluir...

OEXI stem apenas doil s t
empresas: as gue foram
hackeadas, e aquelas que
serdao. Mesmo isto esta se
fundindo em uma categoria:
as gue foram hackeadas e
serdo novamente. 0

ROBERT MUELLBM®Iretor do FBI

[ 8/3/2014 19



Perguntas

marcelobc@mpf.mp.br



